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Challenge 0t Easy One

Task
As always, the first challenge is very easy. Even babies can solve this one!

Find the code and enteritinthe E@ga I G A Oun 06 St 26H hyS g2NR> |ff 268

xt hex yhi dde nyy str
in gyy isy ymo lly cod

dl exy sox Xxsi mpl ey

Solution
This is an easy one. Remove all yy, xy and thentalkxS G SEG Aa GKSy aGKS KARRS
42 AaAYLX Séd {2 aY2ffe@O02RRfS¢ Aa GKS IyasgSN®




Challenge 02 Wdza & / NHzA 4 A y Q

Task
Need a holiday? Book a cruise on our new flag ship!

Seek out the promotion code below (lowercase only, no spaces) and get a free welcome package!

B =N
7 m K @ s
X3 JLIE BL
4 @¢riX
EEMC_ N

After a lot of google searching, | found the following siti://www.usps.org/f_stuff/sigflgshtml

¢KS Ctl3a FNB AYyaSNyraGAz2ylrt {A3dyLf ctlr3as a2 fSi

EN?JO
Y?AFR
?ESHS
EABRM
EEZ1E

Some flags are not documented on the site, so | filled the gapajuestion marklf you only take

GKS fSGGSNR @2dz 3SO @9 \Wh AlaCwe{il (KIS, w29 YZmMPBs T 0 d
FNBaK &SI oNBSI SéH ¢KS &a2fdziazy A& aSyezz2eéel FNRaKa
rum :D



http://www.usps.org/f_stuff/sigflgs.html

Challenge 08. A NRQa bSaldu

Task

This is a mobile challenge. Check it out in the Hacky Easter app
Wait, what? No way! | need a smartphone? | have no money forl.that

Task 2
Reverse the APK and get the Task description!

Solution 2
OK, first of all, we need the APK file. We have the link to the google store:
http://play.google.com/store/apps/details?id=ps.hacking.hackyeaster.android

Now we only need an online aqglownloader. | found the following on the internet:

I https://apps.evozi.com/apidownloader/
1 http://apkleecher.com/

In my case, | used apkleecher, because evoznetavailable.

If you know a little bit about APK reverse engineering, you know that APK filesranalrZIP files.
You can unpack it out of the box. Within the assets folder | found araet) which contains all
Challenge files. For challenge 3 the following website is displayed:

= Hacky Easter 2016

Challenge 03

Bird's Nest

The little bird has hidden an egg in its nest. Can you find it?



http://play.google.com/store/apps/details?id=ps.hacking.hackyeaster.android
https://apps.evozi.com/apk-downloader/
http://apkleecher.com/

Solution
The little bird looks a little bit like the twitter bird. Aride hashtags! A search on twitter after the
hashtags #nest #egg03 showed up the following tweet:

Blue Little Birdie X 2 Folgen

SlueL1ttleB1rd

Hello! #egg03 is in my #nest at bit.ly/1Jjibld

& Ubersetzung anzeigen

And if we follow the link, we get the egg #03




Challenge 04 Sound Check

Task
This task was directly extracted from the APK file. Look for more infayman theChallenge 03
write up.

1N

Challenge 04

Sound Check

The new sound system needs a check. Sharpen your ears and listen carefully!

Solution

LT &2dz K9S (GKS |LJJ e2dz aK2dzZ R KSFNJ I+ az2dzyRX AT
find the frequency is another app, which analyses the frequency forlyoudza SR Ay (KA &a OF a
X pftSiQa 221 dzLJ Ay GKS LI aGd2NBfF X X

hY @2dz R2y Qi ySSR &dzOK 'y | LJJp L 2dz 2yté& ySSR NB
how you get the APK. Fanalyzing the sources of the apk file you need the awesBgiecode
Vieweran open source APK and Java Decompiling Tool!!!

But let us dive into the source code analysis. You find the code for the challesgmén
SoundActivity.class:

-=/ SpundActivity$15151.dass
- =/ SpundActivity$151.dass
-=) SpundActivity$1.dass

-~ | SoundActivity$251.dass
-~ | SoundActivity$2.dass

-~ | SoundActivity. dass

After a little bit of analyzing | founalut, that the goal is in SoundActivity$2.class:


http://bytecodeviewer.com/
http://bytecodeviewer.com/

28 this.wvalsprogressBar.post (new SoundRcotiwvity.2.l1(this));
29B if (ScundRectiwity.acces35300(this.this$0) < 5) |

30 break lakel206;

31 }

32 this.valsbuttonSound.setVisibility (8} ;

33 this.wal$buctonCheck.setWVisikilicy (8] ;

34 this.valfspinner.setVisibility(8);
thiz.valéprogressBar.3etVisibilicyi(2);
this.wvaléimage.setVisibilicy (0) ;

1 &n n

37 array0fByte = Bzsetd.decode (this.valfactivity.getString (2131034134},
3eE for (int i = 0; i < array0fbByte.length; i++) |
39 array0fByte[i] = ((byte) (i ~ array0fByte[i]l));

}
SoundRctivity.access$302 (this.this$0, 0);

}

[ S
By = O

=1 o R e

this.val$image.setImageBitmap (localBitmap) ;
return;

label206:

this.valfbuttonSound.setEnakled (true);

48 this.valsbuttonCheck.setEnabled (false);

[
—

0):

3 Bitmap localBitmap = BitmapFactory.decodeBytelrray(array0fByte, 0, array0fByte.length);

The important things happened from line 37 to 40. Load the base64 string from the resources.arsc,
YR R2 &2YS - hw YIFI3IAO0® [SGQa 2LSy

(53]

SoundictivityBEMI4i4iVFMRAKPHROICQOC
¥aZ¥L0cr9b3iBxewMELAVIeHeSed3xzvXSH ir
ohLajplEZ2aWg54KTkevitupiTT1INCEDvANK
YWVobHEFmeWdhA=zein8BBOBYIERInY00obi87

0KS NBaz2dz2NOSad¢

This is our base64 String. But you need to knowat #iteri4i4 the base64 string starts ;) Now |

wrote a little python script, which will produce the egg for challenge 04

import  base64

base64data = "[base64 data]™
nearimage = base64 . b64decode ( base64data )
imgfile =™
for i,c in enumerate (nearimag e):

imgfile = imgfile + chr ((i ™ ord (c))% 256)
print  imgfile

b2¢g L aikNI (KS LRBGK2Y &ONR LI

g AU

(i

K

GLB OGK2Y {2 d:



Challenge 0§ Play it again, Paul
Task

Do you know Paul? If not, it's about time to get talinhim! Check out his video below!
1dz A &a0OAl & tlAt2K {S§ ySsz oA Saidla LINAR GSYLR

[Here is an embedded video, you can watch the original here:
https://www.youtube.com/watch?v=Qgwr407ACHs

Solution
hyz I @ARS2K [SiqQa t221 +d GKS

<wideo id="video" eclass="videco-js vjs-default-skin"
controls prelcad="metadata" width="480" height="400"
poster="paul/poster.png"”
data-setop="">

<source src="http://media.hacking-lab.com/hackyeaster/he2016/video/video.np4" type="video/mp4">

<source src="http://mediz.hacking-lab.com/hackyeaster/he20lé6/video/video.webmn" type="video,/webm">

<source src="http://media.hacking-lab.com/hackyeaster/he201l6/video/video.ogv" type="video/ogg">

<track label="English" kind="captions" srclang="en" sro="paul/video-en.vct" default>

<track label="Deutsch" kind="captions" srclang="de" sro="paul/video-de.wvct">

<track label="Francais" kind="capticons" srclang="fr" src="paul/video-fr.wvtt">

<track label="Esperanto” kind="captions" srclang="=o" sro="paul/videoc-so.vct">

<fvideo>

The second sentence in the task is Esperanto. A look in that transfdéageveals maybe something:

1
00:00:56.600 —->» 00:00:58.700
Filmo de Viviane Michel

1

00:01:00.000 —->» 00:01:03.000
passphrase is "youtubelotitis"

Cool, there is the code.

10

S11:


https://www.youtube.com/watch?v=Qgwr407AChs

Challenge 06 Going Up
Task

Time for an elevator ride. Guess the right floor, and find the hidden easter egg!

OOO
OO
OO

[Thisare the elevator button. And behind every number is a link to the floor]

Solution
If you read the source code, you notice that the link from the thirteenth floor is a little bit odd:

="width: 25%; padding-bottom: 10px;">

<div class="round-button-circle"><a href="?svbbe=punatrzr" cla
<div class="round-button-circle"><a href="?floocr=fourteen”" cla
<div class="round-button-circle"><a href="?floor=fifteen™ clas

Ga20060STILdzy iNI NE Ad AY whe¢mo ot 2FNIODOKREFRPBYRA ML
0 sybbe=guvegria 0 Y

Going Up

Congrats!

11



Challenge 0¢ Wise Rabbit Once More

Task
Wise Rabbit says:

The solution is in the solutions!
Go back and scroll to 123!

Solution

If you know wise rabbit from last year, he likes to play hide and seek. Orothe page of
Hackyeaster (HE), you find the links to the solutions of the last years. The solution from 2015 is
exactly 123 pages big. A look on the last page reveals:

password: goldfish

Damn you wise rabbit. This was hard to firid
But now | have the next egg:

12



Chalenge 08 Just Drive

Task
This task was directly extracted from the APK file. Look for more information ddithiéenge 03
write up.

= Hacky Easter 2016

Challenge 08

Just Drive

Solution
Il YYX Wdzad 5NAYGSK hyYX aGFNI GKS RSO2YLMAf SNH

First | recommend to rea@hallenge 0and Challenge 04There is described how | get the APK and
which tool | use for the reversengineering process.

Before | begin to explain the reversing process, | must mentianttie website, where | take the
screenshot for the taslgutomaticallyredirected tops://rot?h= I So | search for this link in the
source code. After a small look up | found the URL in the Activity.class:
B Wi S LA R LMAL D eh iy e i — e s .
private static final String URL _MYSTATUS = “pa://mystatus:";
private static final String URL_ROT = “ps://rotz"™;
private static final String URL_SCANNER = “pa://scan”;
{2 2dzNJ GFal Aa Ay iBug)iweéfoudd sdnilaf fin&iens with themameROMDIA 2 2
it.
private String handleRot (String paramsr.ringﬁ]
{

char c;

int i;

Jkject localObject;

switch ({(WindowManager)getSystemService ("window")) .getDefaultDisplay().getRotation())

{

case 2:

GKEYyRE Sw2ié a858vya (2 08 Bdrhdu Jedzirénidy)thayydusBoN®B Y f Ay S
rotate yoursmartphonef A 1 S I &adF NRAyYy 3 gd8tphong, sa nddiun form&2 y Qi Kl @S

From line 119 to line 149 we have a big block which do the rotating checks:

13



if (({paramString.length(} >= 7} &s& ("1lak9z37086£747c25d9c6a6b0fdab647Eae98ck95" .equals (shal (paramString. substring(d, 7))} )}
{
i=7;
1
else if ((paramString.length() »>= &) sz
{
i=&r
1
else if ((paramString.length() »= 5) s& ("e8f235e79hedfEb13598h2E85a6fdaf2acT0a6bca" . .equals (shal (paramString. substring(0, 5))11))

"58192£7d1263bd420efbTE8cCcEE4a84E£871239cE" .equals (shal (paramString. subatring (0, &))1)))

else if ((paramString.length(}) »>= 4) z:&

"3daeelclbadad9f5bi0E66726EdTE29%acaafals" .equals (shal (paramString. substring(d, 4)))))

135 else if ((paramString.length{) »>= 3} =&
{

i=3
1
else if ((paramString.length() >= 2} s& ("af6d43eleZodseadszeTiazed4966ca1445152d8a" .equals (shal (paramString. substring(0, 2)))))
{

i=2;

"f11£a81c0k72716kba0536dd34R9R09872£69003" .equals (shal (paramString. substring (0, 3))}))

LoL L oL LU
S oW oo & s
o

145 int j = paramString.length(};
16 i=0;

14 if [§ >=1)

148H {

boolean bool = "4dcTcocOecd34ed06502767136729763eclld2c4b7" . equals (shal (paramString.substring (0, 1))):

You see some SHA1 values. Which represents the string of the rotation. The last SHA1 have only one
chamacter, because of the substriffgnction. So you can do it by hand, brutetar it or just google it:

4dc7c9ec434ed06502767136789763ecl1ld2c4b7 = firo

The second hash have only 2 characteuhstring(0,2) so it should be also easy to get this

one:

a8643e0e26d5ead82e73aaeb64966caldaqflsb2d8a = fn

Ok, the rotation goes further on. | alyzed the script a little bit more and found out, that the SHA1
g fdzSa I NB KI @S 2yteé& GKS OKFNIOGSNE GaNEZ ayé
rotations. With this knowledge | should be able to write a fast bruteforce script in python:

import hashlib

shalvalues = ['4dc7c9ec434ed06502767136789763eclld2c4b7 ,
'a8643e0e26d5ead82e73aae64966cal44f152d8a’ ,
'f11fa81c0b72716bba0536dd34b9b0987af69b03' ,
'3daee0c0bada99f5pf0866728fd78299acaafals’ ,
'e8f235e79be9f8b13598b285a6fdaf2ac70a 66ca’ |
'58192f7d1263bd420efb788cc884a84f871239cf' ,
'"1ab9a97066f747c25d9c6a6b0fda647fae98ch98’ ,

'4692bd56dd3070f74b7e'
]
bs = "mx"
ps = "
for i in xrange (O, len (shalvalues )):
for ¢ in bs:
if hashlib .shal(c+ps). hexdigest ()[ 0:18] == shalvalues [i][ O: 18]:
ps = ¢ + ps
print ps + " + hashlib .shal (ps). hexdigest ()
break ;

And the results are the following:

14



So the solution is rnrxrxrn. But why | have a small part of a SHA1 hash in my sourceemzies? B
is in the reversed code as well:

103 localCbiject = ™"
104 String str = shal (param3tring);
105E if (str.startsWith("4692bd56d4d3070£74k7e™)) |

; localObject = 3tr;
10 }

OK but where is our egg? Maybe in the hfitd, where the challenge is displayed. Yes, in the assets
folder within theweb rootyou found challenge08.html. There is a scrambled kfigured already in
Challenge 1dut, how | can unscramble the scrambleggsd . Within the websourcecode is

another important fact:

+ CryptodS.enc.Latinl.stringify (Cryvptod5.AES.decrypt (scranbledEggCipher, j=son.k))) ;s

It sends k as key, to unscramble the key. But what is k? A look back in the decompiled code said:

locallbject = "";

String str = shal (paramString);

if (str.startsWith("4692bd56dd3070£74kTe™)) {
localCbject = ster

}
break;

}
for (::})
{
return "{ “"s\": " + 1 + ", V"h\":\"" + paramString + "\", \"E\":\"" + (String) leocalObject + "\" }";

So you sedhat k is the localObject, which is the SHA1 of our solution. So our key is
4692bd56dd3070f74b7e81c6b2f69339b0fd666@

15



Here is the python code, to unscramble the egg:

from Crypto . Cipher import AES
from Crypto . Hash import MD5
import base64

sEgg™[base  64- code of scrambled Egg]™

goal = "IVBORWOKGQOAAAANS™  #PNG Header
secret = "4692bd56dd3070f74b7e81c6b2f69339b0fd6062"
encoded = sEgg

encrypted = base64 . b64decode (encoded )

salt = encrypted [8:16]
data = encrypted [16:]

try :
def openssl kdf (req):
prev. ="
while  req >0:
prev = MDS5 new( prev +secret +salt ). digest ()
req -= 16
yield prev
.join ([ x for x in openssl_kdf (32+16) ])
mat[ 0: 32]
mat[ 32: 48]

mat
key
iv

dec AES new( key, AES MODE_CBC iv )
clear = dec. decrypt (data)
if clear [ 5] == goal [: 5]

print  base64 . b64decode (clear )

except :
nothing =

CANEG Lldzi GKS ol aScn 02RS Ay

16

0K

S

a ONX LJi

F Y R



Challenge 0§ Brain Game

Task
What aout a little brain game?

255-255-0-0-0-0-255-255

1. e4 e5 2. Nf3 Nc6 3. Bb5 Nf6 4. d3 Bc5-6. @ 6. Nbd2 @ 7. Bxc6 bxc6 8. h3 h6 9. Rel Re8 10.

Nfl a5 11. Ng3 Rb8 12. b3 Bb4 13. Bd2 Ra8 14. c3 Bc5 15. d4 Bb6 16. dxe5 dxe5 17. QeRh7 18.

Nf8 19. Be3 ¢5 20. Radl Qf6 Rh5 Qe7 22. Nh2 Kh7 23. Qf3 f6 24. Ng4 Bxg4 25. Qxg4 Red8 26.

Qf5+ Kh8 27. f4 Rxd1 28. Rxd1 exf4 29. Bxf4 Qe6 30. Rd3 Re8 31. Nxg7 Kxg7 32. Qh5 Nh7 33. Bxh6+
Kh8 34. Qg6 Qg8 35. Bg7+ Qxg7 36. Qxe8+ Qf8 37. Qe6 Qh6 38. e5 Qcl+ 39. Kh2 Qf4040. Rg3 1

Soldion

' YYX G4KS AYF3S f221a ftA1S I OKS&aa 3IlLYSe LT &2dz 3
http://www.365chess.com/newsvhere many games are documented. A further google research

reveals it was a game at thi#7th Tata Steel 2015 Round9 6 SG 4SSy /I NI 4Sy Za I YR

(i) | www.365chess.com/view_game_news.php?gid=1693

17


http://www.365chess.com/news

So our binary code should look like this:

00000001
00100001
01001100
10101000
00100100
01000011
10000011
00000000

Now we must translate every row from top to bottom and from binarynb i
1-33-76-168-36-67-131-0

And this is our final solution :)
Egg-O-Matic ™

Enter password and press enter.

1-33-76-168-36-67-131-0

18



Challenge 1Q Blueprint

Task
Time for some math! Find the number which produces the plot on the bottom!

Try these two samples: sample 1, sample 2.

6070167365375209955948155059411510252660855723716655282000387319314 78673846

T27315684910259261305535019800769557502357955237333126657517770915783070679
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Your plot:
Target plot:

Image from the Challenge with sample 2
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Solution
CANRG 2F Fff>X GKA& gla Ye flad OKIEftSyasS L az2ft gs
My first attempts was some terrible Math and some bruteforce things. So totally stupid stuff. After a

while | looked up the equation from th#&avaScripin the source code in google. The formula looked
like this:

((y/17) I pow(2,(17*x)+(y%17)) )% 2> 0.5

Google said it is the_dzL JLJS N&eientil $ofnibild | must only find a website, where | cpaint
the target plot. And indeed, there was this websitétp://tuppers-formula.tk/

{2 L o6S3ly (2 LIAYGZ FYyR FtY2ald FAYyAaKSR GKS 42N
worked on the HESite:

J]]11111117
]Z(((ﬁiﬁﬂﬁ;;,;,,////,

Your plot:

[T TT1rr
144444444ﬂ;;1;,/////,

Damn you!So | painted It again, and this time right. The plot number is now:

176579492015814901528872625529774615508215478614638628392406643239116428074897541
681641793325671248874580950499668382723958388333354648532262931698930639856835422
348683939828636055448533804591049653503261373974416464862181695983478562079067833
61422905911386H7437699759742373674003028861535476027091552243616865735457697656
105444429506238584383051262100293283222118456901855469818763894181110080508013645
884497726056403410392923221554648832542085467262023169013883606836051142881849628
64450110296056848249404578345423849729556480

1ALEB L4 L Y3300 1 12488 [458U95UA

Match!
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Challenge 1t Twisted Disc

Task
You found a secret disc which conceals a secret password. Can you crack it?

Hint: Each ring of the disc holds one letter. The first letter sits on the outermost ring.
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Solution
The first relevanpoint on this challenge is, to understand how the Eyhlatic works. Why? If we
understand howt worked,we canbruteforce everything offline.

<script type="text/javascript" src="j=/crypto-js/aes.js"»></script>
<gcript type="text/javascript" src="js/crypto-js/core-min.js"></=cript>
<script type="text/javascript" src="js/crypto-js/enc-basefd-min.js"></script>
<script>setChallld(ll) ;</=script>
<script>

scrambledEggCipher = '"UZFsdGVEX1981214uS9M/ suVrFl1EwaspK+aT,/BT31FkPgelMteC
</script>

If you analyze the source code, you see that the scramble(ieggmage aboveé$ encrypted with
AES from cpto-js. After hours of research | found the equivalent decryption in python on
stackoverflow So now can the challenge haj

First of all, | wrotelown all rings

Ring0: "uueiyzybmvxgpjlcxnjgwoowqfdhilfrmgpsrtvkbeanstzkcda"
Ring1l: "dfbkcooltqwreezymkicfdtvghvsmrzxubuwxhappys"
Ring2: "lonkamuffyiolyumsschajdettcpidephjk”

Ring3: "chefpdopoefussycrlhuvidlyrv”

Ring4: "simpeljgni nxmpelxjq"

Ring5: "kosfflaohiska"

Ring6: "eopllep”

Because we try to bruteforce the 7 character long password, we should first remove all double
charactersto improve the bruteforce speed. So here is the optimiggthon script:
import base64

from Crypto . Cipher import AES
from Crypto . Hash import MD5

skgg=
goal = #PNG Header Base64
ba = "abcdefghijkimnopgrstuvwxyz"
bb = "abcdefhkimopgrstuvwxyz"
bc = "acdefhijkimnopstuy"
bd = "cdefhiloprsuvy"
be = "eijlmnpgsx"
bf = "afhklos"
bg = "elop”
for a in ba:
for b in bb:
for ¢ in bc:
for d in bd:
for e in be:
for f in bf:
for g in bg:
secret = a+b+c+d+e+f +g
encoded = sEgg
encrypted = base64 . b64decode (encoded )

salt = encrypted [ 8: 16]
data encrypted [ 16:]
try :
def openssl kdf (req):
prev ="
while req >0:
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http://stackoverflow.com/questions/8806481/how-can-i-decrypt-something-with-pycrypto-that-was-encrypted-using-openssl

MD5 new( prev +secret +salt ). digest ()

openssl_kdf (32+16) 1])

CKS FAYL

prev =

req -= 16
yield  prev
mat = " .join ([ x for X in
key = mat[ 0: 32]
iv = mat[ 32: 48]
dec = AES new(key, AES MODE_CBCiv )
clear = dec. decrypt (data)
if clear [ 5] == goal [: 5]
print  secret
except :
nothing ="

FyasSNI A&

GKIFyAaK2é yR KSNB
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Challenge 12 Version Out Of Control
Task

Version control is a powerful tool. Thinking she was oh so smart, Fluffy used it to hide an easter egg. Can

you pull out the egg from her file?

Hint: If you get stuck, go one step back.

Download her file

Solution
Yeah it is a little git chall. First you must unzip the folder, change into the directory, and do a git
stash. Thisteould be done like ¢housandtimes, so | wrote a little bash script for that:

#1/bin/bash
for i in {1.. 999}
do
unzip ./*.  zip
cd *
git stash
done

OK the scriptstoppedat 722,becausdnsteadof a Zip file was an image the Zip filé

What you gon' do with all that junk?
All that junk inside your trunk?

A further investigation revealed, in zip 723 was the last vatigacking, before the image within the
zip file appears"Git whatschanged " shows that here are three commits. So Bttest the first
commit "git checkout 93d630215b9c5c49f2c7f3c6b9felb55efd93cdl ", After
unpacking the zip, we gtthe samezipsas beforeSo leR try itfrom hereagain
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Another stop, damn. This time #te directory0397 Within the folder was only this image (see
above).Checking out the branch in gigit showbranch" .., ok wrong branchgit checkout blaster."
And unpacking again

WIP on maste f Commit committed.

f Commit committed. Pas

Now my script stopped and ask for a password. Thx god it stand a few lines Aftevehis nothing
happened. Still unpacking without errorsn@irectory 000iwe got the egg :)
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Challengdl. 3 ¢ Fractal Fumbling
Task

Do vou need a new wallpaper? What about a fancy fractal?

Find the password hidden in the wallpaperimage, and enter it in the Egg-O-Matic below.

Download wallpaper

The image is 9261 x 9261 pixel big! If you zoom in it looks like this:
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