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Challenge 01 ς Easy One 

Task 
As always, the first challenge is very easy. Even babies can solve this one!  

Find the code and enter it in the Egg-O-aŀǘƛŎϰ ōŜƭƻǿΗ hƴŜ ǿƻǊŘΣ ŀƭƭ ƭƻǿŜǊŎŀǎŜΦ  

   

xt   hex   yhi   dde   nyy   str  

in   gyy   isy   ymo   lly   cod  

dl   exy   sox   xsi   mpl   ey  

 

Solution 
This is an easy one. Remove all yy, xy and then all x. ¢ƘŜ ǘŜȄǘ ƛǎ ǘƘŜƴ άǘƘŜ ƘƛŘŘŜƴ ǎǘǊƛƴƎ ƛǎ ƳƻƭƭȅŎƻŘŘƭŜ 

ǎƻ ǎƛƳǇƭŜέΦ {ƻ άƳƻƭƭȅŎƻŘŘƭŜέ ƛǎ ǘƘŜ ŀƴǎǿŜǊΦ 
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Challenge 02 ς Wǳǎǘ /ǊǳƛǎƛƴΩ 

Task 
Need a holiday? Book a cruise on our new flag ship!  

Seek out the promotion code below (lowercase only, no spaces) and get a free welcome package!  

 

Solution 
After a lot of google searching, I found the following site: http://www.usps.org/f_stuff/sigflgs.html  

¢ƘŜ CƭŀƎǎ ŀǊŜ ƛƴǘŜǊƴŀǘƛƻƴŀƭ {ƛƎƴŀƭ CƭŀƎǎΣ ǎƻ ƭŜǘΩǎ ǘǊŀƴǎƭŀǘŜ ǘƘŜ ŦƭŀƎǎΥ 

EN?JO 

Y?AFR 

?ESHS 

EABRM 

EEZ1E 

Some flags are not documented on the site, so I filled the gap with a question mark. If you only take 

ǘƘŜ ƭŜǘǘŜǊǎ ȅƻǳ ƎŜǘ ά9bWh¸!Cw9{I{9!.wa99½м9έΦ Lǘ ƛǎ ƴƻǘ ǘƘŜ ǎƻƭǳǘƛƻƴΣ ōǳǘ ǎƻǳƴŘǎ ƭƛƪŜ άŜƴƧƻȅ ŀ 

ŦǊŜǎƘ ǎŜŀ ōǊŜŜȊŜέΗ ¢ƘŜ ǎƻƭǳǘƛƻƴ ƛǎ άŜƴƧƻȅŀŦǊŜǎƘǎŜŀōǊŜŜȊŜέΦ aŀȅōŜ ǘƘŜ ŦƭŀƎ ǎƛƎƴŀƭ Ǝǳȅ ŘǊǳƴƪ ǘƻ ƳǳŎƘ 

rum :D 

  

http://www.usps.org/f_stuff/sigflgs.html
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Challenge 03 ς .ƛǊŘΩǎ bŜǎǘ 

Task 
This is a mobile challenge. Check it out in the Hacky Easter app! 

Wait, what? No way! I need a smartphone? I have no money for that L 

Task 2 
Reverse the APK and get the Task description! 

Solution 2 
OK, first of all, we need the APK file. We have the link to the google store: 

http://play.google.com/store/apps/details?id=ps.hacking.hackyeaster.android  

Now we only need an online apk-downloader. I found the following on the internet: 

¶ https://apps.evozi.com/apk-downloader/ 

¶ http://apkleecher.com/ 

In my case, I used apkleecher, because evozi was not available. 

If you know a little bit about APK reverse engineering, you know that APK files are normal ZIP files. 

You can unpack it out of the box. Within the assets folder I found a web-root, which contains all 

Challenge files. For challenge 3 the following website is displayed: 

  

http://play.google.com/store/apps/details?id=ps.hacking.hackyeaster.android
https://apps.evozi.com/apk-downloader/
http://apkleecher.com/
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Solution 
The little bird looks a little bit like the twitter bird. And the hashtags! A search on twitter after the 

hashtags #nest #egg03 showed up the following tweet: 

 

And if we follow the link, we get the egg #03 
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Challenge 04 ς Sound Check 

Task 
This task was directly extracted from the APK file. Look for more information on the Challenge 03 

write up. 

 

Solution 
LŦ ȅƻǳ ƘŀǾŜ ǘƘŜ ŀǇǇΣ ȅƻǳ ǎƘƻǳƭŘ ƘŜŀǊ ŀ ǎƻǳƴŘΣ ƛŦ ȅƻǳ ǇǊŜǎǎ ƻƴ ά{ǘŀǊǘ ǎƻǳƴŘ ŎƘŜŎƪέΦ ¢ƘŜ ŜŀǎƛŜǎǘ ǿŀȅΣ ǘƻ 

find the frequency is another app, which analyses the frequency for you. L ǳǎŜŘ ƛƴ ǘƘƛǎ ŎŀǎŜ ǘƘŜ ŀǇǇΧ 

Χ ϝƭŜǘΩǎ ƭƻƻƪ ǳǇ ƛƴ ǘƘŜ ŀǇǇ ǎǘƻǊŜϝ Χ Χ  

hYΣ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ ǎǳŎƘ ŀƴ ŀǇǇΦ ¸ƻǳ ƻƴƭȅ ƴŜŜŘ ǊŜǾŜǊǎƛƴƎ ŦƻǊ ǘƘƛǎ ǘŀǎƪΦ Lƴ /ƘŀƭƭŜƴƎŜ ло L ŜȄǇƭŀƛƴŜŘ 

how you get the APK. For analyzing the sources of the apk file you need the awesome Bytecode 

Viewer an open source APK and Java Decompiling Tool!!! 

But let us dive into the source code analysis. You find the code for the challenge in some 

SoundActivity.class: 

 

After a little bit of analyzing I found out, that the goal is in SoundActivity$2.class: 

http://bytecodeviewer.com/
http://bytecodeviewer.com/
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The important things happened from line 37 to 40. Load the base64 string from the resources.arsc, 

ŀƴŘ Řƻ ǎƻƳŜ ·hw ƳŀƎƛŎΦ [ŜǘΩǎ ƻǇŜƴ ǘƘŜ ǊŜǎƻǳǊŎŜǎΦŀǊǎŎΥ 

 

This is our base64 String. But you need to know, that after Í4Í4  the base64 string starts ;) Now I 

wrote a little python script, which will produce the egg for challenge 04: 

import  base64  

 

base64data = '''[base64 data]'''  

 

nearimage = base64 . b64decode ( base64data )  

imgfile = ""  

 

for  i , c in  enumerate ( nearimag e):  

    imgfile = imgfile + chr (( i ^  ord ( c ))% 256 )  

 

print  imgfile  
 

bƻǿ L ǎǘŀǊǘ ǘƘŜ ǇȅǘƘƻƴ ǎŎǊƛǇǘ ǿƛǘƘ άǇȅǘƘƻƴ {ƻǳƴŘ!ŎǘƛǾƛǘȅΦǇȅ Ҕ ŜƎƎлпΦǇƴƎέΦ !ƴŘ ǘƘŀǘ ǿŀǎ ƛǘ J 
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Challenge 05 ς Play it again, Paul 

Task 
Do you know Paul? If not, it's about time to get to know him! Check out his video below!  

1ǳ Ǿƛ ǎŎƛŀǎ tŀǺƭƻΚ {Ŝ ƴŜΣ Əƛ Ŝǎǘŀǎ ǇǊƛ ǘŜƳǇƻ Ŝƪƪƻƴƛ ƭƛƴΗ YƻƴǘǊƻƭƛ ƭƛŀƴ ǾƛŘŜƻ ǎǳōŜΗ 

[Here is an embedded video, you can watch the original here: 

https://www.youtube.com/watch?v=Qgwr407AChs  ] 

Solution 
hYΣ ŀ ǾƛŘŜƻΚ [ŜǘΩǎ ƭƻƻƪ ŀǘ ǘƘŜ ǎƻǳǊŎŜ ŎƻŘŜΥ 

 

The second sentence in the task is Esperanto. A look in that translation-file reveals maybe something: 

 

Cool, there is the code. 

  

https://www.youtube.com/watch?v=Qgwr407AChs
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Challenge 06 ς Going Up 

Task 

 

[This are the elevator button. And behind every number is a link to the floor]  

Solution 
If you read the source code, you notice that the link from the thirteenth floor is a little bit odd: 

 

άǎȅōōŜҐǇǳƴŀǘǊȊǊέ ƛǎ ƛƴ wh¢мо άŦƭƻƻǊҐŎƘŀƴƎŜƳŜέΦ {ƻ L ǎǳōƳƛǘǘŜŘ ǘƘŜ wh¢мо ƻŦ άŦƭƻƻǊҐǘƘƛǊǘŜŜƴέ 

όάsybbe=guvegrraέύΥ 
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Challenge 07 ς Wise Rabbit Once More 
 

Task 
Wise Rabbit says:  

The solution is in the solutions! 

Go back and scroll to 123!  

Solution 
If you know wise rabbit from last year, he likes to play hide and seek. On the home page of 

Hackyeaster (HE), you find the links to the solutions of the last years. The solution from 2015 is 

exactly 123 pages big. A look on the last page reveals: 

 

Damn you wise rabbit. This was hard to find! :D 

But now I have the next egg: 
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Challenge 08 ς Just Drive 

Task 
This task was directly extracted from the APK file. Look for more information on the Challenge 03 

write up. 

 

Solution 
IƳƳΧ Wǳǎǘ 5ǊƛǾŜΚ hYΣ ǎǘŀǊǘ ǘƘŜ ŘŜŎƻƳǇƛƭŜǊΗ 

First I recommend to read Challenge 03 and Challenge 04. There is described how I get the APK and 

which tool I use for the reverse-engineering process. 

Before I begin to explain the reversing process, I must mention that the website, where I take the 

screenshot for the task, automatically redirected to ps://rot?h=  ! So I search for this link in the 

source code. After a small look up I found the URL in the Activity.class: 

 

{ƻ ƻǳǊ ǘŀǎƪ ƛǎ ƛƴǘŜǊƴŀƭƭȅ ŎŀƭƭŜŘ wh¢Φ [ŜǘΩǎ ƭƻƻk up, if we found similar functions with the name ROT in 

it. 

 

άƘŀƴŘƭŜwƻǘέ ǎŜŜƳǎ ǘƻ ōŜ ƻǳǊ ŦǳƴŎǘƛƻƴΦ CǊƻƳ ƭƛƴŜ ус ǘƻ мртΦ But you see already, that you should 

rotate your smartphone ƭƛƪŜ ŀ ǎǘŀǊƛƴƎ ǿƘŜŜƭΦ .ǳǘ L ŘƻƴΩǘ ƘŀǾŜ ŀ smartphone, so no fun for me! 

From line 119 to line 149 we have a big block which do the rotating checks: 
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You see some SHA1 values. Which represents the string of the rotation. The last SHA1 have only one 

character, because of the substring-function. So you can do it by hand, bruteforce it or just google it: 

4dc7c9ec434ed06502767136789763ec11d2c4b7  = ñr ò 

The second hash have only 2 characters. substring(0,2)  so it should be also easy to get this 

one: 

a8643e0e26d5ead82e73aae64966ca144f152d8a = ñnrò 

Ok, the rotation goes further on. I analyzed the script a little bit more and found out, that the SHA1 

ǾŀƭǳŜǎ ŀǊŜ ƘŀǾŜ ƻƴƭȅ ǘƘŜ ŎƘŀǊŀŎǘŜǊǎ άǊέΣ άƴέ ŀƴŘ άȄέ όǎŜŜ ƭƛƴŜ ммо ǘƻ ммтύΦ {ƻ ȅƻǳ ƻƴƭȅ ƘŀǾŜ о 

rotations. With this knowledge I should be able to write a fast bruteforce script in python: 

imp ort  hashlib  

 

sha1values = [ '4dc7c9ec434ed06502767136789763ec11d2c4b7' ,  

    'a8643e0e26d5ead82e73aae64966ca144f152d8a' ,  

    'f11fa81c0b72716bba0536dd34b9b0987af69b03' ,  

    '3daee0c0bada99f5bf0866728fd78299acaafa15' ,  

    'e8f235e79be9f8b13598b285a6fdaf2ac70a 66ca' ,  

    '58192f7d1263bd420efb788cc884a84f871239cf' ,  

    '1ab9a97066f747c25d9c6a6b0fda647fae98cb98' ,  

    '4692bd56dd3070f74b7e'  

    ]  

bs = "rnx"  

ps = ""  

 

for  i in  xrange ( 0, len ( sha1values )):  

    for  c in  bs :  

        if  hashlib . sha1 ( c+ps ). hexdigest ()[ 0: 18 ]  == sha1values [ i ][ 0: 18 ]:  

            ps  = c + ps  

            print  ps  + ":"  + hashlib . sha1 ( ps ). hexdigest ()  

            break ;  
 

And the results are the following: 
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So the solution is rnrxrxrn. But why I have a small part of a SHA1 hash in my source code? Because it 

is in the reversed code as well: 

 

OK but where is our egg? Maybe in the html-file, where the challenge is displayed. Yes, in the assets 

folder within the web root you found challenge08.html. There is a scrambled egg. I figured already in 

Challenge 11 out, how I can unscramble the scrambled eggsJ. Within the web-source-code is 

another important fact: 

 

It sends k as key, to unscramble the key. But what is k? A look back in the decompiled code said: 

 

So you see, that k is the localObject, which is the SHA1 of our solution. So our key is 

ά4692bd56dd3070f74b7e81c6b2f69339b0fd6062έΦ  
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Here is the python code, to unscramble the egg: 

from  Crypto . Cipher import  AES 

from  Crypto . Hash import  MD5 

import  base64  

 

sEgg '''[base 64- code of scrambled Egg]'''  

goal = '''iVBORw0KGgoAAAANS''' #PNG- Header  

 

secret = "4692bd56dd3070f74b7e81c6b2f69339b0fd6062"  

encoded = sEgg 

encrypted = base64 . b64decode ( encoded )  

salt = encrypted [ 8: 16 ]  

data = encrypted [ 16 :]  

 

try :  

    def  openssl_kdf ( req ):  

        prev = ''  

        while  req >0:  

        prev = MD5. new( prev +secret +salt ). digest ()  

        req - = 16 

        yield  prev  

    mat = '' . join ([  x for  x in  openssl_kdf ( 32+16)  ])  

    key = mat [ 0: 32 ]  

    iv  = mat [ 32 : 48 ]  

 

    dec = AES. new( key ,  AES. MODE_CBC,  iv )  

    clear = dec . decrypt ( data )  

    if  clear [: 5]  == goal [: 5]:  

        print  base64 . b64decode ( clear )  

except :  

    nothing = ""  
 

CƛǊǎǘ Ǉǳǘ ǘƘŜ ōŀǎŜсп ŎƻŘŜ ƛƴǘƻ ǘƘŜ ǎŎǊƛǇǘ ŀƴŘ ǘƘŜ Ǌǳƴ άƧǳǎǘŘǊƛǾŜΦǇȅ Ҕ ƧǳǎǘŘǊƛǾŜΦǇƴƎέΥ 
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Challenge 09 ς Brain Game 
 

Task 
What about a little brain game? 

 

1. e4 e5 2. Nf3 Nc6 3. Bb5 Nf6 4. d3 Bc5 5. O-O d6 6. Nbd2 O-O 7. Bxc6 bxc6 8. h3 h6 9. Re1 Re8 10. 

Nf1 a5 11. Ng3 Rb8 12. b3 Bb4 13. Bd2 Ra8 14. c3 Bc5 15. d4 Bb6 16. dxe5 dxe5 17. c4 Nh7 18. Qe2 

Nf8 19. Be3 c5 20. Rad1 Qf6 21. Nh5 Qe7 22. Nh2 Kh7 23. Qf3 f6 24. Ng4 Bxg4 25. Qxg4 Red8 26. 

Qf5+ Kh8 27. f4 Rxd1 28. Rxd1 exf4 29. Bxf4 Qe6 30. Rd3 Re8 31. Nxg7 Kxg7 32. Qh5 Nh7 33. Bxh6+ 

Kh8 34. Qg6 Qg8 35. Bg7+ Qxg7 36. Qxe8+ Qf8 37. Qe6 Qh6 38. e5 Qc1+ 39. Kh2 Qf4+ 40. Rg3 1-0 

Solution 
IƳƳΧ ǘƘŜ ƛƳŀƎŜ ƭƻƻƪǎ ƭƛƪŜ ŀ ŎƘŜǎǎ ƎŀƳŜΦ LŦ ȅƻǳ ƎƻƻƎƭŜ ǘƘŜ Ƙƛƴǘ ŀǘ ǘƘŜ ōƻǘǘƻƳΣ ȅƻǳ ƎŜǘ ǘƻ 

http://www.365chess.com/news where many games are documented. A further google research 

reveals it was a game at the ά77th Tata Steel 2015 Round 9έ ōŜǘǿŜŜƴ /ŀǊƭǎŜƴΣa  ŀƴŘ wŀŘƧŀōƻǾΣ ¢Φ 

 

  

http://www.365chess.com/news
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So our binary code should look like this: 

00000001  

00100001  

01001100  

10101000  

00100100  

01000011  

10000011  

00000000  

Now we must translate every row from top to bottom and from binary to int: 

1-33-76-168-36-67-131-0 

And this is our final solution :) 
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Challenge 10 ς Blueprint 
 

Task 

 

Image from the Challenge with sample 2 
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Solution 
CƛǊǎǘ ƻŦ ŀƭƭΣ ǘƘƛǎ ǿŀǎ Ƴȅ ƭŀǎǘ ŎƘŀƭƭŜƴƎŜ L ǎƻƭǾŜŘΦ L ŦƻǳƴŘ ƛǘ ǊŜŀƭƭȅ ƘŀǊŘΣ ƛŦ ȅƻǳ ŘƻƴΩǘ ƪƴƻǿ ǿƘŀǘ ǘƘƛǎ ƛǎΦ 

My first attempts was some terrible Math and some bruteforce things. So totally stupid stuff. After a 

while I looked up the equation from the JavaScript in the source code in google. The formula looked 

like this: 

((y/17) / pow(2,(17*x)+(y%17))  )% 2 > 0.5  

Google said it is the ¢ǳǇǇŜǊΩǎ ǎŜƭŦ-referential formula! I must only find a website, where I can paint 

the target plot. And indeed, there was this website: http://tuppers-formula.tk/  

{ƻ L ōŜƎŀƴ ǘƻ ǇŀƛƴǘΣ ŀƴŘ ŀƭƳƻǎǘ ŦƛƴƛǎƘŜŘ ǘƘŜ ǿƻǊŘ άIŀŎƪȅέΦ CƻǊ ǎƻƳŜ ǊŜŀǎƻƴΣ L ǿŀƴǘŜŘ ǘƻ ǎŜŜ ƛŦ ƛǘ 

worked on the HE-Site: 

 

Damn you! So I painted It again, and this time right. The plot number is now: 

176579492015814901528872625529774615508215478614638628392406643239116428074897541

681641793325671248874580950499668382723958388333354648532262931698930639856835422

348683939828636055448533804591049653503261373974416464862181695983478562079067833

614229059113869197437699759742373674003028861535476027091552243616865735457697656

105444429506238584383051262100293283222118456901855469818763894181110080508013645

884497726056403410392923221554648832542085467262023169013883606836051142881849628

64450110296056848249404578342545423849729556480 

 

  

https://en.wikipedia.org/wiki/Tupper's_self-referential_formula
http://tuppers-formula.tk/
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Challenge 11 ς Twisted Disc 

Task 
You found a secret disc which conceals a secret password. Can you crack it? 

Hint: Each ring of the disc holds one letter. The first letter sits on the outermost ring. 
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Solution 
The first relevant point on this challenge is, to understand how the Egg-O-Matic works. Why? If we 

understand how it worked, we can bruteforce everything offline. 

 

If you analyze the source code, you see that the scrambledEgg (see Image above) is encrypted with 

AES from crypto-js. After hours of research I found the equivalent decryption in python on 

stackoverflow. So now can the challenge begin! 

First of all, I wrote down all rings: 

Ring0: "uueiyzybmvxgpjlcxnjqwoowqfdhilfrmgpsrtvkbeanstzkcda"  

Ring1: "dfbkcooltqwreezymklcfdtvqhvsmrzxubuwxhappys"  

Ring2: "lonkamuffyiolyumsschajdettcpidephjk"  

Ring3: "chefpdopoefussycrlhuvidlyrv"  

Ring4: "simpeljqni nxmpelxjq"  

Ring5: "kosfflaohlska"  

Ring6: "eopllep"  

Because we try to bruteforce the 7 character long password, we should first remove all double 

characters, to improve the bruteforce speed. So here is the optimized python script: 

import  base64  

from  Crypto . Cipher import  AES 

from  Crypto . Hash import  MD5 

 

sEgg='''[scrambledEgg]'''  

goal = '''iVBORw0KGgoAAAANS''' #PNG Header Base64  

 

ba = "abcdefghijklmnopqrstuvwxyz"  

bb = "abcdefhklmopqrstuvwxyz"  

bc = "acdefhijklmnopstuy"  

bd = "cdefhiloprsuvy"  

be = "eijlmnpqsx"  

bf = "afhklos"  

bg = "elop"  

 

for  a in  ba :  

    for  b in  bb :  

        for  c in  bc :  

            for  d in  bd :  

                for  e in  be :  

                    for  f in  bf :  

                        for  g in  bg :  

                            secret = a+b+c+d+e+f +g 

                            encoded = sEgg 

                            encrypted = base64 . b64decode ( encoded )  

                            salt = encrypted [ 8: 16 ]  

                            data = encrypted [ 16 :]  

                            try :  

                                def  openssl_kdf ( req ):  

                                    prev = ''  

                                    while  req >0:  

http://stackoverflow.com/questions/8806481/how-can-i-decrypt-something-with-pycrypto-that-was-encrypted-using-openssl
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                                    prev = 

MD5. new( prev +secret +salt ). digest ()  

                                    req - = 16 

                                    yield  prev  

                                mat = '' . join ([  x for  x in  

openssl_kdf ( 32+16)  ])  

                                key = mat [ 0: 32 ]  

                                iv  = mat [ 32 : 48 ]  

 

                                dec = AES. new( key ,  AES. MODE_CBC,  iv )  

                                clear = dec . decrypt ( data )  

                                if  clear [: 5]  == goal [: 5]:  

                                    print  secret  

                            except :  

                                nothing = ""  
 

¢ƘŜ Ŧƛƴŀƭ ŀƴǎǿŜǊ ƛǎ άƘŀƴƛǎƘƻέ ŀƴŘ ƘŜǊŜ ƛǎ ǘƘŜ ŜƎƎΥ 
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Challenge 12 ς Version Out Of Control 

Task 

 

Solution 
Yeah, it is a little git chall. First you must unzip the folder, change into the directory, and do a git 

stash. This should be done like a thousand times, so I wrote a little bash script for that: 

#!/bin/bash  

 

for  i in  { 1.. 999 }  

do  

    unzip ./*. zip  

    cd  *  

    git stash  

done  
 

OK, the script stopped at 722, because instead of a Zip file was an image in the Zip file! 

 

 

A further investigation revealed, in zip 723 was the last valid unpacking, before the image within the 

zip file appears. "Git whatschanged " shows that there are three commits. So letΩs test the first 

commit "git checkout 93d630215b9c5c49f2c7f3c6b9fe1b55efd93cd1 ". After 

unpacking the zip, we got the same zips as before. So letΩs try it from here again. 
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Another stop, damn. This time at the directory 0397! Within the folder was only this image (see 

above). Checking out the branch in git: "git show-branch" ..., ok wrong branch: "git checkout blaster". 

And unpacking again 

 

Now my script stopped and ask for a password. Thx god it stand a few lines above. After this nothing 

happened. Still unpacking without errors. On directory 0001 we got the egg :) 
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Challenge 13 ς Fractal Fumbling  

Task 

 

 

The image is 9261 x 9261 pixel big! If you zoom in it looks like this: 

  


































































